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1. OnucaHue KOMMEeTEHLNMN.

1.1. AKTya/lbHOCTb KOMMETEHLNN.

KomneTteHuna «CeTeBOE W CUCTEMHOE aAMUMHUCTPUpPOBaHME» BXoAUT B «TOI1-50
Hanbonee BOCTPEOOBAHHbLIX W NEPCNeKTUBHbIX MNPOMPECCUil» B COOTBETCTBUM  NYULLUMU
3apy6exxHbIMW  CTaHZapTaMu M MepefoBbIMU  TEXHONOTUAMW.  YTBEPXAEHO  MPUKA3oM
MuHUCTEpCTBOM 06pa3oBaHmMs U HayKu Poccuiickoi depepaumm ot 09 gekabps 2016 roga N1548
B Buage ®denepanbHoro 06pa3oBaTenbHOro  CTaHAapTa  CpegHero  npogecCUoHansHOro
obpasoBaHus 09.02.06 «CeTeBOe 1 CUCTEMHOE aMUHUCTPUPOBAHME.

AKTYyanbHOCTb KOMNeTeHUnn «CeTeBoe 1 CUCTEMHOE aflMUHUCTPUpPOBaHME» 00YC0B/eHa
TeMm, 4TO B Cpepy LeATeNIbHOCTU CUCTEMHOr0 aMUHUCTPATOPa BXOAMT CO34aHNE U 06CNY>KMBaHMNE
BbIYUCIUTENIbHLIX KOMMIEKCOB U CeTeld, KOHTPO/Ib UCMpPaBHON paboTbl ONepauroHHbIX CUCTEM
N NporpaMMHOro obecrneyeHus, NPOEKTUPOBaHWE, aAMUHUCTPUPOBAHE U MOLEPHN3ALMNSA CETH,
noAJep>XKa CepBepoB, YCTaHOBKA HOBOro mnporpamMMHoe o6ecrneyeHne ©  0OHOB/IEHME
CYLLECTBYHOLLEr0, B TOM YMC/E B peXMMe yaaneHHoro foctyna. OAHON M3 caMblX OTBETCTBEHHbIX
3afa4y CUCTEMHOr0 afMUHUCTpaTOpa ABNAETCA obecneyeHUn MHHOPMaLMOHHOKW 6e30MacHOCTH
opraHu3aumu, HacTpoika npas AOCTyNa K Pas3/IMYyHbIM BHYTPEHHUM U BHelwHUM IT pecypcam,
TaKUM Kak MpuHTepbl, MoyTa, o6wme QaiinoBble XpaHunuwa, WHTepHeT. A Takxke
npegynpexzaeHve cb6os NO60ro KOMMOHEHTA CUCTEMbl, NUKBUAALMUA MOCNeLCTBMIA c60s 6e3
yulep6a ans paboTbl opraHu3aumm.

3T0 O4YeHb BaXXHas KOMMeTeHUMA A4ns N60in KoMnaHuK, Tak Kak /iobas HencnpaBHOCTb
OPrTeXHNKN, KabenbHOW CUCTEMbl WM 3/1EMEHTOB JIOKA/IbHOW CETU MOXET BbI3BaTb OYEHb
[OPOroCToAWMIA  ANd  opraHm3aumy nNpPocTod B (PYHKUMOHMPOBAHWW, MO3TOMY CUCTEMHbIN
aMVHUCTPATOp HeceT OTBETCTBEHHOCTb 3a [MOMOLLb MO0/b30BaTeNs M B 0b6ecrneyeHUn
MX NOTPeBHOCTENW B HemnpepbiBHOW paboTe KOMMbKOTEPHbLIX CUCTEM U CNyx6. CUCTEMHbIN
aMVHUCTPATOpP TakXke MOXET MNPeasoXuTb COBETbl M PeKOMEHJauMW Mo YNyyLIEeHUHo
(hYHKLUNOHMPOBAHMUS CUCTEM U CYXKO, TEM CaMbIM NPOABUHYTH OpraHu3auuio Brepes,.

CeTeBOE ¥ CUCTEMHOE aAMUHWUCTPUPOBaHMe TpebyeT LWUPOKUX CMEKTP MO3HaHWM
M HaBbIKOB B 06/1aCTW MH(OPMALMOHHbLIX TEXHONMOMMNA. B cBA3M C ObICTPbIM pa3BUTUEM 3TOWA
obnactu, TpeboBaHUSA K CUCTEMHbLIM U CeTEBLIM aiMUHMUCTPATOPaM MOCTOSAHHO BO3pacTaloT.

Mmes peluatollyto posib B NOBCEAHEBHOM (DYHKLMOHMPOBAHWUMW, JO/HKHOCTb CUCTEMHBI
aAMVHUCTPATOP MMEEeT CMpoc B OpraHM3aumax pasnMyHbIX MacliTaboB KOMMEPYECKOro
1 rocyapCTBEHHOr0 CEKTOpa.

1.2. Mpoheccnun, No KOTOPbIM YYACTHUKWU CMOTYT TPYAOYCTPOUTbLCA Mnoce
OCBOEHMSA AaHHO KOMMNETEHLUN.

CneuunanucTbl JaHHOro npoduas HeobXoAMMbl Ha KaXaoM npeanpuatun. CUCTEMHble
afMVHUCTpAToOpbl MOryT paboTaTb KakK B Creuuanu3mpoBaHHbIX [T-koMnaHWAX, Tak U B
KOMNaHusX, rae ecTb annapaTtHoe 1 nporpamMMHoe obecriedeHne. CNMCcoK OCHOBHbIX Npoecculi
COOTBETCTBYET npodeccuoHanbHOMY  cTaHgapTy 06.026  «CWCTEMHbIA  agMUHUCTPATOP
MH(OPMALMOHHO-KOMMYHUKALMOHHbIX — CUCTEM».  Bamskumu  sBaswTca  npodeccun Mo
npogeccnoHanbHoMy  ctaHaapty  06.027  «AOMWMHUCTPMPOBaHME  CETEBbIX  YCTPONCTB
NHHopMaLMOHHO-KOMMYHUKALNOHHOW (MH( OKOMMYHUKALWOHHOI) CUCTEMbI»

1.3. Ccbiika Ha o6pasoBaTeflbHbI M/MAM npodeccuoHasibHbIi cTaHAapT
(KOHKpeTHble CTaH4apThl).

LLIKONTbHNKYK CTyfeHTbl CneunanncTbl
®rocC Crio no @I OC CIMNoO no npodeccuu MpoeccroHasbHbI
npodeccumn 09.02.06 CeTeBOe 1 CUCTEMHOE ctaHgapT 06.026

aAMVHUCTPUpPOBaHme «CUCTEMHBIi

agMuHUCTpaTop



09.02.06 CeTteBoe n
CUCTEMHOE
afAMUHNCTPUPOBaHNe

bakanaspuar

02.03.03 MaremaTunyeckoe
obecreyeHune u
aAMUHUCTPUPOBaHKE
NH(OPMAaLMOHHbLIX CUCTEM
09.03.01 NHdopmaTuka n
BbIYMC/INTENbHASA TEXHMKA
09.03.02 NHthopmaLMOHHbIe
CUCTEMbI U TEXHOIOTNN

1.4. TpeboBaHMA K KBanpnKaunn.

LLIKONTbHUKN
ALMWUHUCTPUPOBATL
NIOKasibHble
BbIYUCNUTENbHbIE
CETW.
YcTaHaBNuBaTh U
HacTpamsatb
ornepaunoHHble
cuctembl Windows
n Linux.

CTyfeHTbI
MK no ®roc Crio 09.02.06
2.1. ALMUHUCTPUPOBATb NIOKa/IbHbIE
BbIYMC/IUTESNIbHBIE CETU U NPUHMUMATb
Mepbl M0 YCTPaHEHMIO BO3MOXHbIX
c6oeB.
YMeHUs:
ALMUHUCTPUPOBATb NOKaSbHbIE
BbIYNC/IUTESIbHbIE CETU.
[MpuHMMaTL Mepbl NO YCTPAHEHUIO
BO3MOXHbIX COOEB.
Cospasatb U KOH(UTrypuposaTb
YUYeTHble 3arnucu OTAeNbHbIX
nosib3oBaTene 1 NoNb30BaTeIbCKNX
rpynn.
Ob6ecneumBatb 3aLWnUTy Npu
NOAK/MOYEHUN K MH(DOPMALNOHHO-
TeNIEKOMMYHUKALNOHHON ceTu
«HTepHeT» cpefcTBamMu
onepauyuoHHON CUCTEMBI.
3HaHuA:
OCHOBHbIe Hanpas/eHns
afMVHUCTPUPOBAaHNA KOMMbHOTEPHbIX
ceTeil.
Tunbl cepBepoB, TEXHONOTNIO «KNEHT-
cepBep».
Cnocobbl yCTaHOBKW U ynpaB/ieHUs
CepBepoM.
YTUnnTbl, (OYHKUNW, yaaneHHoe
ynpas/ieHue CepPBepPOM.
TexHonormm 6e30nNacHoOCTN, NPOTOKO/bI
aBTOpM3aLMK, KOHDULEHLMNANBHOCTL 1
6e3onacHocTb npu pabote B Web.
MopafoK NCNONb30BaAHUA KAaCTepoB.
MopsAoK B3aMMOLENCTBUA Pa3INUHbIX
ornepaumoHHbIX CUCTEM.

NH(OPMaLMOHHO-
KOMMYHUKaLMOHHbIX
CUCTEM»

CneunanucTbl

TpyAoBble YMEHMA MO
npoheccmoHanbHOMY
cTaHgapTy 06.026:

Cobnogatb npouenypy
YCTaHOBKW MPUKNALHOr0
NporpaMmMHOro
obecreyeHuns B
COOTBETCTBUN C
TpeboBaHUAMM
opraHusauum-
npou3BoauTens;
MpuUMeHATL MeToAbl
3aflaHnsa 6a30BbIX
napameTpoB 1 NapameTpoB
3aWwmnThbl OT
HeCcaHKLMOHNPOBAHHOTO
A0CTyna K onepauvoHHbIM
cucTemam;
Mcnonb3oBaTb MeTOAbI
CTaTUYeCKOW 1
ANHAMUYECKO
KOHurypauum
napameTpoB
OnepaumOHHbIX CUCTEM;
MapameTpun3npoBaTb
NPOTOKO/bl KaHA/IbHOT 0,
CEeTEeBOr0 W TPaHCMOPTHOTO
YPOBHSI MOAenu
B3aMMO/EeNCTBMS
OTKPbITbIX CUCTEM;
BbINOMHATL HACTPOIKY
NpUKNagHoro
nporpaMmMHoOro
obecrneyeHuns B
COOTBETCTBUM C



Knaccugpukaymio nporpaMMHoro
obecrneyeHns ceTeBbIX TEXHOMNOIUN, 1
06/1aCTb ero NPUMeHeHus.

MMopsAf0K 1 OCHOBbI NNLLEH3NPOBAHUSA
nporpaMMHOro obecneyeHuns.
OLeHKy CTOMMOCTM NPOrpamMmMHOro
obecneyeHns B 3aBUCMMOCTH OT
cnocoba 1 MecTa ero Ucrnonb30BaHMs.
2.2 ALMWUHNCTPUPOBATbL CETEBbIE
pecypcbl B MHhOPMaLMOHHbIX
cucTemax.

YMeHUsa:

YcTaHaBnMBaTb UHHOPMALMOHHYHO
cucTemy.

Co3pasatb M KOH(MIYpPUpPOBaTh
YUYETHbIE 3annucu OTAeNbHbIX
nosib30BaTesNeil 1 NoNb30BaTeIbCKNX
rpynn.

PernctprpoBatb NOAKNHOYeHME K
LOMEHY, BECTU OTUETHYIO
LOKYMEHTaLMIO.

YcTaHaBnuBaTh U KOHPUryprposaTtb
aHTUBMPYCHOE MPOrpamMmmHoe
obecneyeHne, NporpaMMHoe
obecneyeHue 6a3 JaHHbIX,
nporpamMMHoe obecneyeHue
MOHUTOPUHTra.

ObecneuymBatsb 3aLUTy Npu
NOAK/MHOYEHNMN K MH(OPMALMOHHO-
TeNIEKOMMYHUKALNOHHON CeTu
«HTepHeT» cpeAcTBamMU
onepauvoHHONM CUCTEMBI.

3HaHuA:

OCHOBHble HanpasneHus
aAMUHUCTPUPOBAHNA KOMIMbIOTEPHbBIX
ceTei.

Twnnbl cepBepoB, TEXHONOTUIO «KNEHT-

cepsep».
YTunnTbl, (YHKUNW, yaaNeHHoe
ynpaB/ieHne CepBepomM.

TexHonornm 6e3o0nacHoOCTH, MPOTOKO/bI
aBTOpn3alnn, KOH(*)VI,EI,GHLI,I/IafIbHOCTb n

6e3onacHoCTbL npu paboTe B Web.
MopsAoK NCNOb30BaHUS KNacTepos.

MopsiAoK B3aMMOENCTBUA Pa3NUHbIX

onepauyuoHHbIX CUCTEM.
Knaccugurkaymio nporpaMMHOro
obecrneyeHuns ceTeBbIX TEXHOMNOTUN, 1
06/1aCTb ero NPUMeHeHus.

MopsAA0K U OCHOBbI /IMLLEH3UPOBaHMS
nporpaMMHOro obecneyeHus.

MPUHATLIMU KPUTEPUAMU
onTMmMu3aLun;
BbINONHATb HACTPOWKY
NPUKNagHoro
nporpaMmMHoro
obecneyeHus:;
Mpon3sognTb
aBTOpM3aLMIo
nosb3oBaTesnen
NPUKNagHoro
nporpamMMHoro
obecneyeHwus;
MpuMeHATbL NporpamMmmMHo-
annapaTHble cpeacTsa
3alnThl MH(opMaLmu;
KoHgurypuposaTtb
onepalnoHHbIE CUCTEMBI;
KoHgpurypuposaTtb
ceTeBble YCTPONCTBA.



OueHKy CTOMMOCTU NPOrpammHOro
obecrneyeHns B 3aBUCUMOCTU OT
crnocoba 1 MecTa ero UCnonb30BaHMA.
3.1. YcTaHaBnuBaTh, HacTpanBaTb,
3KCMyaTnpoBaThb 1 06CNYXMNBaTb
TeXHWYECKMe U NporpaMMHo-
annapatHble CpPefCcTBa KOMMbHOTEPHbIX
ceTei.

YMeHUsa:

TecTupoBatb Kabenu u
KOMMYHVKaLMOHHbIE YCTPOMCTBA.
OnucbiBaTb KOHLEMLMW CETEBOM
6e30MacHOCTMW.

OnucbiBaTb COBPEMEHHbIE TEXHOMOTMUY
N apXUTEKTYpPbl 6€30NacHOCTH.
OnucbiBaTb XapakTeEPUCTUKN U
aNeMeHTbl KoH(uUrypauum atanos VolP
3BOHKa.

3HaHuA:

ApPXUTEKTYPY N YHKLUN CUCTEM
ynpaBneHns ceTaMu, CTaHAapThbl
CUCTEM YrpaBfieHns.

3afayun ynpasfieHns: aHanus
NPON3BOAUTENBHOCTU U HafEXHOCTH,
ynpasneHne 6e30NacHOCTbIO, yyeT
TpavKa, ynpasfieHne KOHpUrypawmei.
MpaBunna akcnayaTaunum TeXHUYeCcKnx
CPeLCTB CEeTEBON NHPPACTPYKTYPbI.
MeToAbl yCTpaHeHUs HeMcrnpaBHOCTew
B TEXHUYECKUX CPeACTBax, CXeMbl
nocfieaBapmMinHOro BOCCTaHOBNEHNUS
paboToCMOCO6HOCTH CeTH,
TEXHUYECKYIO 1 MPOEKTHYIO
AOKYMEHTaLKMI0, Cnocobbl pe3epBHONo
KOMWUPOBaHUA AaHHbIX, MPUHLAMI
paboTbl XpaHWUINLL, JaHHBIX.
OCHOBHbIE NOHATUA NHPOPMALMOHHbBIX
CUCTEM, XXMU3HEHHbIN LKA, Npobnembl
o6ecrneyeHns TeEXHONOrMYeCcKoM
6e30MacHOCTN UH(OPMALMOHHbIX
cucTeM, TpeboBaHMA K apxXUTEKType
NH(OPMALMOHHbBIX CUCTEM U KX
KOMMOHeHTaM 415 obecrneyeHuns
6e30MacHOCTN (PYHKLUNOHMPOBAHUS,
orepaTvBHble MeTOAbl NOBbILLIEHUSA
6e30MNacHOCTU (PYHKLMOHUPOBaHUSA
NPOrpamMMHbIX CPeACTB U 6a3 fJaHHbIX.
CpefcTBa MOHUTOPUHIA Y aHanu3a
NOKaJIbHbIX CeTel.

OcHOBHble TpeboBaHUA K CpeACcTBaM U
BUAM TeCTUPOBaHWNA ANs ONpeaeneHuns
TeXHONOrnyeckor 6e3onacHoOCTH
NH(POPMALNOHHbBIX CUCTEM.



MpuHLMNbI paboTbl CETU aHaN0roBoM
TeneoHmu.

Ha3sHauyeHue rosiocoBOro LUK03a, ero
KOMMOHEHTbI N (hYHKLMW.

OCHOBHbIE NPUHLMMbI TEXHO/IOMMM
obecneyeHns QoS ana ronocoBoro
Tpauka.

3.2. NMpoBoauTL NpogunakTUYecKme
paboTbl Ha 06bEKTaX CETEBO
NH(PaCTPYKTYpPbI U paboymx CTaHUUAX.
YMeHua:

Hab6nogatb 3a TpauKoM, BbINOMHATH
ornepawmmn pe3epBHOro KonupoBaHna v
BOCCTAHOB/IEHUS [laHHbIX.
YcTaHaBnMBaTb, TECTUPOBATbL U
3KCNyaTUpoBaTb UH(POPMALMOHHbIE
CUCTEMbI, COFIACHO TEXHWUYECKOA
NOKYMeHTaumn, obecneumsarb
aHTVBUPYCHYIO 3alUnTY.

BbINONHATL MOHUTOPUHT 1 aHan3
paboTbl IOKA/IbHOW CETU C NOMOLLbHO
nporpamMmmHo-annapaTHbIX CPeaCTB.
OcyLLecTBNATbL AMATHOCTUKY U NOUCK
HeMcnpaBHOCTeW BCeX KOMMOHEHTOB
ceTw.

BbINOMHATL AEACTBUA MO YCTPaAHEHUIO
HencnpaBHOCTEN.

3HaHuA:

3afaun ynpasneHus: aHanms
NPON3BOAUTENBHOCTU U HafEXHOCTH,
ynpasneHve 6e30NacHOCTbIO, yYeT
Tpadvka, ynpasneHne KOHpUrypauymei.
Knaccugmkaumo pernameHTos,
NnopaLoK TEXHUYECKUX OCMOTPOB,
MPOBEPOK M NPOhMNaKTUYeCKUX paborT.
PaclwmpeHue CTPYKTypbl
KOMMbIOTEPHbIX CETEN, MeTOAbI U
CpefcTBa ANarHOCTUKM
HeMcnpaBHOCTeN TEXHUYECKUX CPeACTB
N CETEBOW CTPYKTYpbl.

MeToAbl yCTpaHeHUs HeUCrnpaBHOCTEN
B TEXHUYECKUX CPELCTBAX, CXEMbI
nocneaBapuMnHOro BOCCTaHOB/IEHMS
paboTOCMOCOOGHOCTH CETH,
TEXHUYECKYIO U NMPOEKTHYHO
[LOKYMEHTALMIO, CroCco6bl pPe3epBHOro
KOMMPOBaHUA AaHHbIX, MPUHLUAMBI
paboTbl XpaHWU/NLL, JaHHbBIX.
OCHOBHbIE MOHATUA UHPOPMALNOHHbBIX
CUCTEM, XXMU3HEHHbI LUK, Npo6nembl
obecreyeHns TeEXHOIOMMYECKO
6e30MacHOCTM MH(OPMaLMOHHbIX
cucTem, TpeboBaHMA K apxXUTEKType



NH(OPMALMOHHbBIX CUCTEM W KX
KOMMOHeHTaM A/1a obecneyeHuns
6e30NacHOCTU (PYHKLMOHUPOBAHNSA,
ornepaTvBHble MeTOAb! MOBbILLEHNA
6e30nacHOCTN (PYHKLMOHNPOBAHUA
NPOrpamMMHbIX CPeACTB U 6a3 faHHbIX.
CpefcTBa MOHUTOPUHIA U aHanu3a
NOKaNlbHbIX CETEMN.

OcHOBHble TpeboBaHUA K CpeiCcTBaM U
BMAAM TeCTUpPOBaAHUA ANS ONnpeaeneHuns
TEXHO/IOTMYecKoi 6e30MacHOCTK
NH(OPMALNOHHBIX CUCTEM.
MpuHLMNbI paboTbl CETY aHaI0r0BOA
TeneqoHuN.

Ha3HayeHVe ronocoBoro LWI3a, ero
KOMMOHEHTbI U PYHKL UK.

OCHOBHbIE NPUHLMMbBI TEXHO/IOMMK
obecneyeHns QoS As14 rosocoBOro
Tpaguka.

MK 3.3. YcTaHaBnuBaTb, HacTpamnBaThb,
3KCNNyaTnpoBaThb U 06CyXnBaThb
CeTeBble KOHQUIypauuu.

YMmeHua:

OnucbiBaTb KOHLENLMY CETEBOIA
6e30MacHoCTMW.

OnwvcbiBaTb COBPEMEHHbIE TEXHONOMNN
N apXUTEKTYpPbl 6€30NacHOCTH.
OnucbiBaTb XapaKTepuUCTUKN U
3N1eMeHTbI KOH(Mrypauum atanos VolP
3BOHKa.

3HaHuA:

3afiaum ynpasneHus: aHanms
NPON3BOAUTENBHOCTU N HALEXHOCTH,
ynpasneHue 6e30NacHOCTLIO, yyeT
Tpauka, ynpasneHne KOH(Urypauuen.
Mpasunna aKcnayarayum TeXHNYecKnx
CPeLCTB CEeTeBON MH(PPACTPYKTYpbl.
OCHOBHbIE NOHATUA NHPOPMALMOHHbBIX
CUCTEM, XXWU3HEHHbIV LUK/, Npo6nembl
obecreyeHns TeEXHONOrMYeCKO
6e30MacHOCTM MH(POPMALMOHHbIX
cucTem, TpeboBaHUA K apxXUTEKType
NH(OPMALMOHHBIX CUCTEM U KX
KOMMOHeHTaM A/11 obecrneyeHuns
6e30nacHOCTN (PYHKLNOHMPOBaHWA,
orepaTMBHbIe MeTO/bl NOBbILLIEHUSA
6e30MnacHOCTN (PYHKLMOHNPOBAHNA
NPOrpamMmMmHbIX CPeACTB U 6a3 AaHHbIX.
CpefcTBa MOHUTOPWHIA N aHann3a
NOKasibHbIX CeTeN.

OcCHOBHble TpeboBaHUA K CPesCcTBaM U
BMAAM TeCTUPOBaHWNA ANS ONnpeaeneHuns



TEXHOMOrM4YecKoin 6e30nacHOCTU
NH(OPMALMOHHBIX CUCTEM.
MpuHUKUNbLI paboTbl ceTh
TPagULNOHHOW TeneqoHmK.
Ha3HayeHue ronocoBoro Lnk3a, ero
KOMMOHEHTbI U (PYHKLMN.

OCHOBHble NPUHLMMNbI TEXHOI0TUN
obecrneyeHns QoS An14 ronocoBoro
Tpaduka.

MK 3.4. YyacTBoBaTb B pa3paboTke
CXeMbl MOC/ieaBapuinHoro
BOCCTaHOB/IEHMSA PaboTOCNOCO6HOCTH
KOMMNbIOTEPHOI CETU, BbIMOSHATb
BOCCTAHOB/IEHWNE N pe3epBHOE
KonupoBaHue NnHhopmaymm.

YMmeHus:

Habntoaatb 3a TpahMKOM, BbIMOMHATb
onepaummn pe3epBHOro KONMpoBaHNA u
BOCCTAHOB/IEHWNSA [aHHbIX.
YcTaHaBnuBaTb, TECTUPOBATb U
3KCNyaTUpoBaTb UH(POPMALNOHHbIE
CUCTEMbI, COrIaCHO TEXHUYECKOM
[OKYMeHTauuu, obecrneymsaThb
AHTVBUPYCHYO 3aLLuUTY.

BbINOMHATL AeACTBUA NO YCTPAHEHUIO
HencnpaBHOCTEN.

3HaHuA:

3afayn ynpaBneHna: aHann3
NPON3BOAUTENBHOCTU U Haf@XXHOCTH,
ynpaBneHue 6e30NacHOCTbIO, yYeT
Tpauka, ynpaBneHvne KOHQUrypawmei.
Knaccugukauunio pernameHTos,
NopALOK TEXHUYECKMUX OCMOTPOB,
NPOBepPOK 1 NpodpUNaKTUYECKNX paboT.
PacLunpeHne CTPYKTYpbl, METOAbI U
CpeAcTBa AMarHoCTUKN
HencnpaBHOCTEN TEXHUYECKUX CPEACTB
1 CETEBOW CTPYKTYPbI.

MeToAbl yCTpaHeHUs HeMCnpaBHOCTEN
B TEXHUYECKMX CPeACTBaX, CXEMbI
nocieaBapuinHOro BOCCTaHOB/IEHNS
paboToCMOCOOGHOCTH CETH,
TEXHWUYECKYIO U MPOEKTHYHO
AOKYMEHTaLMIO, CMOCO6bl PE3ePBHOIO
KONUPOBaHWSA AaHHbIX, MPUHLMNbI
paboTbl XpaHWUAULL, AaHHbIX.
OCHOBHbIe NOHATWSA MHPOPMALMOHHbIX
CUCTEM, XXWU3HEHHbIW LUK, Npo6nembl
o6ecrneyeHmns TeEXHONOrMYeCKoM
6€30MacHOCTN UH(OPMALNOHHbIX
cucTem, TpeboBaHMA K apXUTEKType
NHOPMALMOHHBIX CUCTEM M UX
KOMMOHEHTaM AN obecneveHus



6e30MacHOCTN (PYHKLUNOHUPOBAHMS,
ornepaTvBHble MeTO/bl MOBbILLEHNA
6e30MacHOCTM (PYHKLMOHNPOBaHUA
NPOrpamMmMmHbIX CPeACTB U 6a3 AaHHbIX.
OcHOBHble TpeboBaHUA K CpeAcTBaM U
BMAAM TECTUPOBaHWA A4/ onpefeneHuns
TeXHONOrnyeckor 6e3onacHoOCTH
NH(OPMALMOHHBIX CUCTEM.

MK no ®IrOC bakanaspuat 02.03.03

2 Vicnonb3oBaHWe OCHOBHbIX MOJenei
NHDOPMALMOHHBIX TEXHOIOTUIA 1
Cnoco60B UX NPUMEHEHUS A1
peLueHuns 3a4ady B NpeLMeTHbIX
obnacTax

4 Bbl60Op apXUTEKTYPbI U
KOMMNEKCMPOBaHUSA COBPEMEHHbIX
KOMMbIOTEPOB, CUCTEM, KOMIMEKCOB M
CeTell CUCTEMHOrO
afMUHUCTPUPOBaHUSA

5 icnonb3oBaHne COBPEMEHHbIX
CUCTEMHBIX NPOrpaMMHbIX CPEeACTB:
onepauuoHHbIX CUCTEM, OMNEPALLMOHHbIX
1 ceTeBbIX 000/104€eK, CEPBUCHbIX
nporpamMm.

2.KOHKYypCHOEe 3agaHue.
2.1. KpaTkoe onncaHuve 3agaHus.

LLIKoNbHUKMN:

B Baw nepsblit pabounii feHb HE06XOAMMO NPOBECTU HACTPOINKY BUPTYasIbHON MallUHbI
Ha 6a3e OC Windows 10, K KOTOpO# 6yayT UMeTb AOCTYN HECKONbKO MO/b30BaTeNei C pasHbIM
ypOBHeM focTyna. locne 3TOro Mpov3BeCTU MepBOHaYa/ibHble HAaCTPOWKM HOBOrO CcepBepa
Ha 6ase OC DebianlO. B Bawem pacnops>KeHUn B [aHHbIA MOMEHT UMEEeTCA OfUH CepBep
MOA HYXAbl BUPTyanusaumu.

Ceiluac KaXablii yac Ha cyeTy, a MOTOMY Halle pyKOBOACTBO TpebyeT, 4Tobbl BCe 3ajaun
ObIN1 BbINONHEHbI CErOAHS B TEUYEHUN 4 YacoB.

CtyaeHTbl n CneynanncTbl:

B Baw nepBblii pabounii feHb HEO6XOAMMO MPOBECTU MOAK/KOYEHME HOBOro oguca,
OTKpbITME KOTOPOr0 Ha3Ha4YeHO Ha Hayano creaytolein Heaenu, K Halleli KOpnopaTuBHOM CeTw.
MMocne 3Toro HanaAuTb CBA3b C OCTa/bHbIMU Oucamy KomnaHun. B Baiwem pacnopshkeHun
B JaHHbI1 MOMEHT umeeTcs 2 KommyTaTopa Cisco 2960, 2 mapwpyTumsatopa Cisco 2911 n oguH
cepBep C BUpTyanu3ayme.

Ceilyac KaX[blii yac Ha cyeTy, a MOTOMY Hallle pyKOBOACTBO TpebyeT, 4To6bl BCe 3ajaun
Obl/IX BbINO/HEHbI CErOAHSA B TEYEHUMN 6 YACOB.

2.2. CTpyKTypa 1 nogpobHoe onncaHme KOHKYPCHOr 0 3afaHns
HanmeHoBaHne HanmeHoBaHVe mofynsa Bpems MonyyeHHbIN

KaTeropumn npoBefeHus pe3ynbTaT
yyacTHUKa Moayns



LLIKONbHUK

Mogaynb 1. KoHdurypaumsa 2 yaca
CepBuCOB 1 CNyX6 Ha 6ase
OC Linux

Mogaynb 2. KoHturypaumsa 2 yaca
CepBUCOB U cny>6 Ha 6ase
OC Microsoft Windows 10

O6LLee BpeMS BbINOTHEHNSA KOHKYPCHOrO 3ajaHuns: 4 yaca

CTypeHT,
Cneumnanuct

Mogynb 1 2 yaca
KoHgurypauus cetesoro
TeNeKOMMYHUKaLMOHHOI0
obopyaoBaHus

Mogynb 2: 2 yaca
KoHourypaumus cepsncos

1 cnyXo6 Ha 6ase OC

Microsoft Windows Server

2019

Mogynb 3 2 yaca
KoHurypauns cepsucos

n cny>6 Ha 6ase

AncTpnbyTtmeos Linux -

Debian 10 n CentOS 8

O6LLee Bpemsi BbIMOTHEHMSA KOHKYPCHOTO 3a4aHuns: 6 yacos

PacnpefeneHne BpeMEHM MeXAy MOoAynsMu

YYaCTHUKM JOMKHbI
obecneynTb Hannume un
(DYHKUNOHMPOBaHME B
COOTBETCTBUMN C
3afjaHnem cnyxo6 u
ponieit Ha yKasaHHbIX
BUPTYa/IbHbIX MallnHax

YUacTHUKN JO/MKHbI
obecneyunTb HanmMuune un
(hYHKLMOHMpPOBaHe B
COOTBETCTBUU C
3afjaHneM cnyx6 un
pOMeit Ha yKasaHHbIX
BUPTYa/IbHbIX MallUHaXx

YUYacTHUKN JO/MKHbI
y6enmnTbCa B TOM, UTO
BCE HACTPOMKM Ha BCeX
yCTpONCTBax nocne
nepesarpy3sKku BCero
obopyaoBaHus
(PYHKUNOHMPYIOT
YYaCTHUKM JO/DKHbI
obecrneynTb Hamume un
(hYHKUMOHMPOBaHE B
COOTBETCTBUU C
3afjaHnem cny>x6 un
poNieit Ha yKa3aHHbIX
BUPTYa/IbHbIX MaLLUHAaX
YYaCTHUKM JOMKHbI
06ecneynTb HamMyue un
(hYHKLMOHMpPOBaHeE B
COOTBETCTBUN C
3afjaHneM cnyx6 un
ponei Ha yKasaHHbIX
BUPTYasibHbIX MaLLUHaXx

3aBUCUT OT TeXHUYeCKoW

BO3MOXXHOCTM N/IOLLASKM.

2.3. NMocnepoBaTeNbHOCTb BbIMOJIHEHUSA 3ajaHUA

LLIKONbHUKMN:

Mo3BONbTE MNpPeAcTaBUTLCA, MOM HOBbIA Konnera: A HavanbHUK WT-genapTameHTa
ycnewHoin rHaHcoBoi kopnopauun «LIMC n Ko ®uHaHC», Kyfa Bbl TOMIbKO YTO YCTPOWUIUCH
Ha [O/DKHOCTb CUCTEMHOro agMUHUcTpaTopa. bnarogaps co6n04eHUI0 NpaBun perynsaTtopos
1 COBCTBEHHbLIM CTPOTMM BHYTPEHHWUM NpaBuiaM, B KPU3MCHOE BPEMS Hallla KOMMNAHUSA COXPaHAeT
CTabuNbHOCTL, O Yem CBUAETENbLCTBYET Balla Hemanasa 3apnnara. K coxaneHuio, Baw
PYKOBOAWTENb, HAXOAWUTCA B ANNTENIbHON KOMaHLMPOBKE U eLLe He ycnen BBeCTH Bac B Kypc BCex
pen. OgHako 6narofaps Balleid BbICOKOW KBaM(puKaLmm Bam LO/HKHO XBaTUTb M TeX 0OPbIBKOB
NH(OPMALMK, YTO OH yCNen nepesatb.



B Balu nepBblli pabounii JeHb HE06X0AMMO NPOBECTU HACTPOWNKY BUPTYanbHOM MaLUMHbI
Ha 6aze OC Windows 10, K KOTOpOW 6yayT MMeTb AOCTYN HECKO/IbKO NO/b30BaTe/eil C pasHbIM
ypoBHeM focTyna. llocne 3TOro npov3BeCT MepBOHaYasbHble HAaCTPOMKM HOBOFO CepBepa
Ha 6a3e OC DebianlO. B Bawiem pacnops>keHUn B AaHHbIi MOMEHT MMeeTCs OAUH CepBep Moj
HYXX bl BUPTYyan3auum.

OcTanbHoe 060pyaoBaHMe 06eLLaHO NOCTaBUTL B BaMKaiLLmne AHW.

Ceiiyac KaXablii 4ac Ha CYeTy, a MOTOMY Halle pyKOBOACTBO TpebyeT, 4Tobbl BCe 3afaum
OblNIN BbIMNOMHEHbI CEFO4HA B TEYEHUU 4 4acoB.

Mogynb 1: KoHgurypaumsa cepucoB 1 cniyx6 Ha 6ase OC Microsoft Windows 10.

MMpexkae, YemM NPUCTYNUTL K paboTe BaXKHO:

- 03HAaKOMUTLCS CO CXEMOI noakntoveHns Cxema 1

- BHUMATE/IbHO n LEJTMKOM npouunTath 3afaHue;

- He 0053aTeNbHO BbINONHATL NMYHKThI 3afjaHUS MO OYepesy, a TaKXKe 3afjaHune LLefIMKOM,
BaM MOXeT He XBaTUTb Ha 3TO BpeMeHW. icxoas 13 3Toro nogymaiTe, Kak ONnTUMU3NPOBATH CBOKD
pabory.

m BHUMAHUE!!!

Mo OKOH4YaHMM paboTbl Bam Heo6XOAMMO NpPeAaoCcTaBUTb Ha MPOBEPKY CETEBOE
060pyA0BaHE B BbIK/TKOYEHHOM COCTOSHUN.

B nobom cnydvae Bce npegocTaBrieHHOoe Bamu o6opyfgoBaHue 6yfeT nepesarpy>XeHo
aKcnepTaMm nepej Havasom NpPOBEPKM.

B cnyyae HEBO3MOXHOCTM BX0OJa B CUCTEMY, BbIMO/IHEHME pab0Tbl 3KCNepTaMm No JaHHOM
4acTV KOHKYPCHOrO 3afjaHuNs He OLeHNBaETCH.

Mpy BbINOMHEHWM 3afaHUSi YUYTUTE BO3MOXHble BHELUTATHbIE KPAaTKOBPEMEHHbIE WM
ANNTENbHbIE OTKHOYEHMS 3NEKTPO3HEPTUN.

HacTpolite napameTpbl BIOS KomnbtoTepa Ans pabotsl ¢ MO BupTyanusaumm.

1. ¥YcraHosute MO Oracle VirtualBox;

2. Cospainte BM co cnen, napameTtpamu: ums BM - HEAD-WINCLIENT; o6bem OIT -
2 16; AMHAMUYHBIA BUPTYanbHbI XXecTKuii auck VDI o6vemom 30 r6; BkaoueH PAE/NX; Tvn
NOAK/OYEHNs CeTEBOrO afanTtepa - CeTeBON MOCT;

3. YctaHosute OC Windows 10; naponb yyeTHoi 3anucu: Ab!@dmin ;

4. 3apaiiTe umsa komnbtotepy - HEAD-WIN;

5. M3meHuTe B HacTpoiKax NnapameTpoB aganTepa agpec npegnoumtaemoro DNS cepsepa
Ha 8.8.8.8;

6. Co3palite nonb3oBaTenel

Vimsa yueTHoI 3anumcu Maponb Twvn yyeTHOI 3anucu
Userl Userl 1@ ALMUHUCTpaTOp
User2 User2! @ Monb3oBatesnb

7. [Jo6aBbTe B bBpaHamaysp MpaBuio paspellarollie OTBeYaTb Ha BXOAALLIME 3XO-
coobueHns npotokona ICMP;

8. YcraHosuTe 6pay3ep Google Chrome;

9. M3meHuTe nanky 3arpysku B 6paysepe Ha C:\;

10. 3abnokumpyiTe focTyn K Beb-caiTy yandex.ru;

11. BbINonHWTE KOMaHAy ping caiita google.com, cpaenaiite CKPUHLIOT pe3y/bTata
1 COXpaHuTe ero Ha pabouwuii cTon,

12. 3ameHWTe CTapTOBYHO CTpaHuULy 6paysepa Ha cainT abimoscow.com;

13. OcTtaHoBuTe cnyxx6y Windows Search;



14. Tlocne BbINOMHEHUS BCEX MYHKTOB MOLY/ISA, CO3JailTe TOUKY BOCCTAHOB/IEHUS.
Mogynb 2: KoHurypauus cepsucoB n cnyxb Ha 6ase OC DebianlO.

1 Cospaiite BM co cnea, napametpamu: umsi BM - BRANCH-DEBCLIENT; 06bem
OMn - 1 r6; BupTyanbHblil XecTknin guck VDI obvemom 15 r6; BkaoveH PAE/NX; Ttun
MOAK/OYEHNSA CETeBOrO afjantepa - CeTeBON MOCT;

2. YcrtaHoBMUTE  Ha  BupTyasbHyto  MawmHy  OC  DebianlO  (naponb
cynepnonb3oBatens: toor!; nonHoe nms nonb3osatens: userl; naponb Ans nonb3osatens userl:
toortoor!)

3. 3apaiite nms komnbtoTepa: BRANCH-DEB;

4. YcTaHoBUTE Naposib Ha Cynepnosib3oBaTend root: toortoor,

5. HacTpoliTe napameTpbl ceTeBOro afantepa, 3agavite IP agpec 192.168.10.5, macka
nogcetun - 255.255.255.0, wnto3 no ymonyaxumio - 192.168.10.1.

6. CospaliTe nonb3oBatenein user-1, user-2, user-3, naponn Mosb30BaTenei:
R!123456 R1234567 RI1345678;

7. Co3spfaiiTe Ha paboyem CTO/e TEKCTOBLIW (haiin ¢ MMeHeM Abimoscow, fo6aBbTe

B Hero cTpouky «Hello Russia!».

Ocobble yKasaHus:
YTO MOXXHO?

[N BbINONHEHNS KOHKYPCHOIO 3afaHns KaXKAbI y4aCTHUK UMeEeT NpaBo MCMNo/b30BaThb
CBOKO KOMMBbIOTEPHYIO K/aBMaTypy W/UAM CBOK KOMMbIOTEPHYK Mbilb. [laHHble YCTPOMCTBa
He [0/DKHbI UMETb BCTPOEHHbIX MeXaHWM3MOB NaMATw. epef Hayas oM YeMnuoHaTta 3KChepThl,
Ha3HayeHHble [MNaBHbIM 3KCMEPTOM, AO/MKHbI YL0CTOBEPUTHCA B TOM, YTO B AaHHbIX YCTPOWCTBAX
He NpeAyCMOTPEHbI MeXaHU3Mbl XpaHEHUS NH(OPMaLLUK.

Y10 Henb3a?

K npoHocy 3anpeLjaroTcsi Takue 3/eKTPOHHbIE YCTPOMCTBA KaK MOOGUAbHbIE TenedoHbl,
CMapT(OHbI, Meepbl, HaAyLWWHUKN, AUKTOMOHbI, Kamepbl, HOYTOYKWN, NNaHLWETHbIE KOMMbHTEPbI
M NpouYne MepcoHasbHbIE 3EKTPOHHbIE YCTpoicTBa. [aHHble YCTPOMNCTBA AO/MKHbI XPaHUTLCS
B CreunanbHOM MOMELLEHNM B TEYEHNE KaXA0ro KOHKYPCHOTO AHS.

CtypeHTbl 1 CneynanncTbl:

Mo3BONbTE MNpeLCTaBUTLCA, MOW HOBbIM Konnera: A HavanbHUK WT-genapTameHTa
ycnewHon uHaHcosoin kopnopauun «LIMC n Ko ®uHaHC», Kyda Bbl TONbKO YTO YCTPOUIUCH
Ha [O/MXHOCTb [NAaBHOr0 CUCTEMHOr0 aAMuHUCTpatopa. bnarogaps cobntofeHuo npasun
PerynsaTopoB W COBGCTBEHHbIM CTPOrMM BHYTPEHHMM MpaBuiaM, B KPU3WCHOe Bpems Halla
KOMMaHua COXpaHseT CTabubHOCTb, O 4YeM CBUAETeNbCTBYET Balla Hemanas 3apnsjarta.
K coxaneHuto, Baw Konnera, co3gaBaBWwnii NT-MH(PaCTPyKTypy, HaxXoAWMTCA B A/MTENbHOM
KOMaHAMPOBKE U eLLe He ycnen BBecTU Bac B Kypc Bcex gen. OaHako 6narofaps Balleid BbICOKOM
KBa/IM(hMKaLmn BaM LOMHKHO XBAaTUTb U TeX 06PbIBKOB MH(OpMaL MK, YTO OH YCnen nepesarthb.

B Baw nepsblii pabounii feHb Heo6X0AMMO NPOBECTM MOALK/HOYEHME HOBOro oguca,
OTKPbITE KOTOPOro Ha3Ha4YeHO Ha Hayano creaytoLleri Hefenu, K Hallelh KopnopaTMBHOM CETW.
MMocne 3Toro HanafuTb CBA3b C OCTa/lbHbIMW O(MCaMU KOMMaHuMK. B Baliem pacrnopsxeHum
B fJaHHbIA MOMEHT MMEETCS:

2 kommyTaTopa Cisco Catalyst 2960 Plus;
2 mapwpyTnsatopa Cisco 2911;
OAVH CepBep NOA HYXAbl BUPTyanm3aluu.

OcTtanbHOe 060pyoBaHKe 06€eLaH0 NOCTaBUTb B GAvdKaliLIne gHW.

Ceiyac KaAblil Yac Ha cueTy, a MOTOMY Hallle pyKOBOACTBO TpebyeT, 4To6bl BCe 3afaum
Obl/IN BbINONHEHbI CEroHA B TeYEHUMN 6 YaCOB.



Mogynb 1 KoH(urypaums ceteBoro Te/leKOMMYHUKaLUWOHHOI0 060pyLoBaHNA

Mpexae, 4em NPUCTYNUTb K paboTe BaXKHO:

- 03HAaKOMUTBLCA CO CXeMOI nogkntoveHns Cxema 1;

- BHUMATEJIbHO n UENTMKOM npounTaTh 3agaHue;

- He 00f3aTeflbHO BbINOMHATL NMYHKTbI 33aHNA N0 O0Yepesu, a TakxKe 3afaHune LefiMkoMm,
BaM MOXET He XBaTUTb Ha 3TO BPEMEHW. VIcXoas 13 3TOro nogymarite, Kak ONnTUMU3MPOBATL CBOKO
pabory.

m BHUMAHUE!!

Mo OKOHuYaHMKM paboTbl Bam Heo6XoAMMO MpeAoCTaBUTb Ha MPOBEPKY CETEBOE
060pYyA0BaHNe B BbIKNHOYEHHOM COCTOSIHUM.

B ntobom cnyyae Bce MpefocTaBfeHHOe Bamu o6opygoBaHue OyaeT nepesarpyyXeHo
aKcrepTaMu nepes HayaioM NpoBEpKM.

B cnyyae HEBO3MOXHOCTU BXO/a B CUCTEMY, BbIMOMHEHWE PaGoThl 3KCNepPTaMu Mo JaHHOV
4aCTW KOHKYPCHOTO 3aJaHunsi He OLleHMBaeTCS.

MpW BbINOMHEHUM 3afjaHMSI YYTUTe BO3MOXKHble BHELUTATHbIE KPaTKOBPEMEHHbIE WK
ANUTENbHbIE OTK/KOYEHUS 3NEKTPOIHEPTUN.

1 Mpown3seanTe NOLKNOYEHNS CeTEBOro 060pyAoBaHMsA cornacHo Cxeme 1,
2. [N HacTpOIiKM YCTPOIMCTB MCNOMb3YiTe Ccnefytolime napameTpbl ceTeld (rae N - Homep

Yy4aCTHUKA):
a. Cetb Head othca LAN1: 192.168.N. 128/26;
b. Cetb Odmca Branchl LAN2: 192.168.N.0/27;
C. Cetb Ochuca Branch2 Lan3: 192.168.N.216/29;
d. Cetb ISP: 10.0.N.248/30;
e. Cetb ynpasneHnss MNG: 176.18.N.32/28;

3. HacTtpoiite ceteBble aganTtepbl MK SERVER cornacHo Cxeme 1,

4. N3BeCcTHO, 4TO MapwpyTmnsatop R1 nepeexan u3 ctaporo ouca KomnaHum u ero IP-
agpec 10.0.5.254, a nornH/naponb KOHCONLHOrO MNOAKMOYeHNs cisco. CorfacHo npasuiam
onpegeneHns MMeH YCTPOCTB B KOMMaHMK, Ha3oBMTe MapipyTum3atop CO-Router.

5. YcTaHoBWTE Naponu ¢ hyHKUmMen TpeboBaHus 1X BBoAa (NP1 HEO6XOLMMOCTH):

- Ha NPVBUNErMPOBaHHLIN pexunm adminin;

- Ha nepsble 3 (Tpun) TepMmuHanbHble nuHun: SICICO;

- Ha KOHCO/IbHOE MoAK/YeHue: letmeincon;

He 3abyabTe BKIOUWTL LWK(pPOBaHWE Naposieli Ha YCTPOMCTBaX C MNOMOLbHO
cneuunanbHOro CepBuca;

6. Poytep R2 6bin KynjeH crneyuanbHo Ana MNOAKMKOYEHUS HOBOro odwmca. Ero
KOH(MIypauna He TPOHYTa 1 HAXOAUTCHA B COCTOSAHUM MO YMON4YaHU0. Ha3oBMUTe MapLupyTmU3aTop
ABC-Router. YcTaHOBMTe Takune »Ke naponun JocTtyna, Kak u Ha poytepe CO-Router;

7. VI3BeCTHO, 4YTo KOMMyTaTopbl SW1 u SW2 Takke nepeexanu M3 CTaporo ogwuca
KOMMaHUW, HO UX KOH(urypaumm copoweHbl. Hasosute ux CO-SW1 u CO-SW2
COOTBETCTBEHHO. Y CTAHOBUTE TaKuMe Xe Naponun AoCTyna, Kak 1 Ha poyTepe;

8. [na ueHTpann3oBaHHOro KoHpurypmpoaHms VLAN B KOMMYTMpyemoin ceTu
npeanpusaTUa mcnonb3yrte npotokon VTP Bepcun 3; B KayecTBe OCHOBHOro cepsepa VTP
HacTporite CO-SW1; B KauecTBe goMeHa ncnonb3yite VTPFin.ru; NCNonb3ynTe  Naposib
VTPPass ans 3awutsl VTP. Tabnuua VLAN fo/KHa cofepXaTtb criefytoLiune cetu:

- ceTb niokanbHol cetm LAN1 - VLAN 11, c umeHem LANI,;

- ceTb ynpasneHnas MNG - VLAN 77, c umeHem MANAGEMENT;

- CeTb Heuncnonb3yembix noptos - VLAN 99, c umeHem DEPO;

9. HactpoiTte IP-agpeca kommyTtatopoB CO-SW1 n CO-SW2 cooTBeTcTBEHHO Cxeme 1
Wcnonb3ylite VLAN 77 B KauyecTBe CeTM YNpaBNeHUsi CeTeBbIM 060pYAOBaHWEM; B KayecTBe



HeTarmpyemoin VLAN uncnonb3yiite VLAN 11. Bce Heucnosb3yemble MHTEPMENChl OTKAUNTE
n nepeseamte B VLAN 99;

10. BkntoumTe npotokon 6esonacHoCTM port security Ha uHTepdeice faO/11; HasHauybTe
nopTt KommyTtatopa B VLAN 11; makcumanoHoe kKonnyectso MAC afpecoB Ha MOPTY LOMKHO
6bITb paBHO 60; MAC agpeca [O/MKHbI 0CTaBaTbCA B HACTPOIKax Nnoc/e nepesarpysku; cnocob
0TPaboTKMN HapyLUleHs 6e30MacHOCTM - 6/I0KMPOBKa 6e3 YBeLOM/IEHUS;

11. Ha kommyTaTopax 1 poyTepax Ha BCeX BUPTYaNbHbIX IMHUAX UCMO/b3YeTCA NPOTOKO/
SSHv2 ¢ 1024 RSA knwo4om, goctyn no telnet oTkAuyeH And NpefoTBPALLEHUS YTEUKM
nHopMauun, ANA aBTopM3auMM UCMOMb3YeTCH JOKabHas 06asa fAaHHbIX M0/b30BaTeneil.
Monb3oBaTenb Ana aBTopm3aumm Yepe3 SSH Ha ycTpoiicTBa cisco / SanFranCisco. OH fo/mKeH
06nafaTb MakCUManbHbIMW NPUBWUMIETUAMU; BCE KOMMYTATOPbl U MapLUpyTU3aTOPbl AO/DKHbI
ObITb B floMeHe fmcorp.ru;

12. Mexpay KommyTaTtopamy Heo6Xo4MMO 06ecneynTb 0TKa30yCTOMYMBOCTb C MOMOLLbIO
nponpueTapHoOro NpoTokona komnaHuu Cisco, opraHn3oBaTh arperauunio mexay noptamu fO/7-8
Ha KoMMyTaTopax SW1-SW2 ¢ Homepom arperMpoBaHHOro nHTepgeiica 3;

13. HacTpoiiTe nHTepdelicbl MapLLpyTM3aTopoB cornacHo Cxeme 1. Ha nHtepderice GO/1
poytepa CO-Router peanusyetca TexHonorus RoOS (poyTep-Ha-nanoyke). Wcnonb3yiiTe
nogbiHTepdericol gO/L.11 n gO/1.77 pnsa ceteir Lanl 1 MNG COOTBETCTBEHHO;

14. Ncnonb3ysa cnuckn KoHTpona poctyna (ACL) obecrneybTe, 4TOOblI YyAaneHHoe
MOAK/MNIOYEHME K MapLUpyTU3aTopy 6ObISI0 BO3MOXHO TO/ILKO C KOMMbKOTEPA yYacTHUKA, HO mpu
3TOM HMKaK He OrpaHn4nBano Tpagumk Yepes MapLipyTmu3aTop;

15. HacTpolite AuMHammueckyto MapupyTusaumio Ha CO-Router n  ABC-Router
C ncnonb3zoBaHMem npotokona OSPFv2 cornacHo Cxeme 1, 06bsiBUTE CETU C MCMNOJSIb30BAHUEM
md5 knwoua cisco321l gna nepegayun OSPF-nakeToB. MapLupyTu3aTopbl A0/MKEHbI Noy4vaTtb
NH(OPMALMIO O BCEX CETAX;

16. Ha 06omx mapLupyTm3aTopax OTKAo4nuTe NPoTokon CDP ToMbKO Ha nopTax B CTOPOHY
cetn ISP;

17. Ha BCex ceTeBblX YCTPOWCTBAX [O/KHblI ObiTb HACTPOEHbI: BbIBOL KOHCOJ/IbHbIX
COOGLLEHWNIA B CUHXPOHHOM peXXMMme, YTO6bI BbIBOAMMbIE COOOLLEHMS HE pa3pbiBanv BBOL KOMaH/
B KoHconu; OGaHHep «CoobueHne pHA» (message-of-the-day) cnegytowero copgepxxaHus:
«Authorized access only!»;

18. B ceTeBOI1 MHpPaCTPYKType CEPBEPOM CMHXPOHM3aUMK BpeMeHu sensieTcs CO-Router.
Bce ocTasnbHble ceTeBble YCTPOMCTBA AO/MKHbI UCNONb30BaTh €ro B Ka4yecTBe CepBepa BPEMEHU.
HacTpoiiTe BpemeHHyH 30HYy C HasBaHMeM MSK, ykaxute pasHuyy ¢ UTC +5 yacos.
Wcnonbaylite cTpatyM 2. Vicnonb3yiite Ans CUHXPOHM3ALMIN KIUEHTOB ayTeHTUmKaumio MDS5 c
Knto4oMm timestamp ;

19. Ha CO-Router HacTpoiTe NPOTOKON AMHAMUYECKOW KOHUIypaLmm XOCTOB A/1s CEeTH
LAN2. YcTpoiicTBa AO/MKHbI MOnyyaTb KOPPeKTHble ip/netmask u gateway. KomnbtoTep
BRANCH 1-CENTOS gomxeH nonyyats agpec 192.168.N.13;

20. Ans TecTOBOro 3anycka npotokona IPv6 Heo6XoAMMO HacTpoOUTb CrefytoLee

- BKNHOYUTL NOALEPXKKY IPV6 MapLupyTU3aLmm Ha ABYX MapLUpyTU3aTOPX N0 NPOTOKONY
OSPFv3

- HacTpouTb IPv6 agpeca Ha LoopBack 0 nHtepeiice CO-Router 2001:765:916:C0::1/64

- HacTpouTb IPv6 apgpeca Ha LoopBack O wmHTepgeiice ABC-Router 2001:765:916:
ABC:1/64

21. C MK Server gomkeH obecneynBaTbCcs AOCTYN KO BCEM CETEBbIM YCTPONCTBAM.

Mogaynb 2. KoHurypaumsa cepsncos 1 cnyxb Ha 6ase OC Microsoft Windows Server
2019

Mpexze, Yem NPUCTYNUTb K paboTe BaXKHO:

- 03HAaKOMUTBLCS CO CXeMON noaknyeHns Cxema 1,

- BHUMATE/IbHO n LEJTMKOM npounTtath 3agaHue;



- He 06513aTeNbHO BbIMOMHATL MYHKTbI 3a4aHns N0 OYepeam, a TakxkKe 3afaHune LeMKoM,
BaMm MOXET He XBaTUTb Ha 3TO BPeMeHW. Vicxoas 13 aToro nogymarite, Kak ONTUMU3NPOBAThL CBOO
paboTy.

N BHUMAHUE!!

Bce Heobxoaumble AUCTPUBOYTUBLI PacnonoXeHbl Ha pabouem ctone MK

Mo oKoHYaHWM paboTbl Bam Heo6Xxo4MMO MpefoCTaBUTb Ha MPOBEPKY BUPTYasibHble
MaLUWHbI B BbIK/TKOYEHHOM COCTOSHUN.

B nto6om cnydae Bce BM 6yayT nepesarpyXeHbl 3KcrepTamu nepes HavaaomM rnpoBepKu.

B cnyyae HEBO3MOXXHOCTM BX0O/[a B CUCTEMY BbIMOMHEHME PabOTbl 3KCMepTaMu Mo AaHHOM
4acTu KOHKYPCHOrO 3afjaHns He OLeHNBaeTCs.

[Mpn BbINO/MIHEHMM 3aflaHWUA Y4YTUTE BO3MOXXHbIE BHELUTATHblE KPaTKOBPEMEHHble WK
ANNTeNIbHbIE OTK/THOYEHUS 3N1eKTPO3HEPTUN.

15. HacTpoiiTe napameTpbl BIOS komnbroTepa ans pa6oTsl ¢ MO BupTyanunsauum;

YcTaHoBKa 1 HacTpoika OC cemeiictBa Windows

16. YcrtaHosute MO Vmware Workstation;

17. Cospaiite BM co cnen, napametpamu: umsi BM - HEAD-DC; BUpTyanbHbIil ANCK
B BMAe ofHoro (arina o6bemom 40 ro; o6vem Ol 4 r6; 4 sapa npoueccopa; BUpTyanbHblid Intel
VT-X/EPT nnan AMD-V/RVI; Tn nogkntoyeHns ceteBoro agantepa - VMnetO (aBToMOCT);

18. YctaHoBute OC Windows Server 2019; naponb yyeTHoOW 3anucu Administrator:
Ab!@dmin ;

19. 3apanite umsa cepsepy - HEAD-DC; HacTpoliTe ceTeBble napamMeTpbl COr1acHO
Cxewme;

20. CpoenaiiTe cepBep KOHTPO/IepoM AoMeHa - AbiMoscow.com.

Co3fainiTe oOpraHuM3auMOHHbIE efUHWLbI, TPYynnbl W MNONb3oBaTeNeli B  AOMeEHe
AbiMoscow.com cornacHo Tabnuue:

Yu. Maponb MoppasgeneHue ol7le) UneH rpynn
3anncb

admin AHO00000 HEAD/Admins Bova ALMUHUCTPATOPHI;
(cpok peiicTBuS Korolevich  AgMuHuUCTpaTopbI
napons He [OMeHa;

OrpaHuyeH) ALMUHUCTPATOPbI
npeanpuaATus

Userl Al'111111 HEAD/Sales llya lMonb3oBaTenu foMeHa,;
(3anpeTuTb CMeHy Murovec HEAD_Sales
napons
MoNb30BaTesNem;

CPOK AeiicTBus
napons He
orpaHunyeH)

User2 Al222222 HEAD/Managers Dobryniya lMonb3oBaTenu AOMEHa,;
(3anpeTuTb CMEHY Nikitich HEAD/Managers
napons
no/ib30BaTesNem;

CPOK feincTens
napons He

orpaHuyeH)



User3 A1333333 BRANCH1/BOIT Alesha Monb3oBaTenu oMeHa;
(3anpeTnTb CMEHY Popovich BO1JT
napons
nosib30BaTenem;
CPOK AelicTBus
naposns He
orpaHuyeH)

Userd Al444444 BRANCHI/BO_Sa Mikula lMonb3oBaTenn AOMeHa;
(3anpeTuTb CMeHy les Selyaninovic BO01_Sales
naposns h
nosib30BaTesNem;
CPOK AelicTBUSA
napons He
orpaHunyeH)

21. YcTaHoBuUTe 1 HacTpoiTe cnyx6bl DNS n DHCP gnsa cetn LAN1. Cnyx6a DHCP
[O/MKHA UMeTb Nyn U3 7 (cemn) agpecos, HauyuMHaa ¢ 16-ro goctynHoro agpeca n3 cetm LANL,
nckntoyas 4 n 5 agpec; 3-uin agpec gmanasoHa DHCP gomkeH 6bITb 3ape3epBrpoBaH A/15 MallnHbI
HEAD-RDS. B onuuax gonkHo nepegasaTbeca ToMbKO W03 n DNS cepsep

22, HacTpoitTe 30Hy npsiMoro u o6paTHoro npocmoTpa DNS, a Takxe fob6aBbTe
Heobxoammble 3anucy (A) ana cepBepoB. CKOHpUrypupylite nepecbiniky Ha agpeca: 1.1.1.1
n 8.8.8.8;

23. Cospaiite BM co cnea, napameTpamu: umsi BM - HEAD-RDS; BupTyanbHbIA ANCK
B BMAe oAHoro avina o6vemom 40 r6; o6vem Ol 4 r6; 4 aapa npoueccopa; BUpTYyanbHbIin Intel
VT-X/EPT nnn AMD-V/RVI; Tn NnogKnto4YeHNs ceTeBoro agantepa - CeTeBO MOCT;

24. YctaHoBute OC Windows Server 2019 naponb yyeTHOW 3anmcu Administrator:
Ab!@dmin ;

25. 3apainte nmsa cepeepy - HEAD-RDS; OC pgonkHa nony4yatb 3ape3epBMpPOBaHHbIN
IP-agpec ot MAIN-DC cornacHo Cxeme 1;

26. Beeaute cepsep B goMeH AbiMoscow.ru. B cTpykType JoMeHa nepemMecTuTe ero
B nogpasaeneHne HEAD;

217. Ha cepsepe HEAD-RDS cKoHturypupyiite:

TEPMUHa/IbHBIA CepBep C fIMLEH3UPOBaHWEM MO KOMMNbOTepam (MCNonb3yinTe
BPEMEHHYIO /INLLEH3MIO);

Be6 goctyn RemoteApp K cnyx6am TepMUHaioB cepeepa;

nyé6nukaunio nporpammbl «WordPad» Ha Be6-noptase RemoteApp Ans Bcex
coTpygHuKoB otaena BOIT.

28. ObecneybTe O0TKa30ycTOMYMBOe XpaHunuwie Ha cepsepe HEAD-DC co3gas
3epKanbHbIi peiig, fo6aBmB aBa ancka no 2GB. HasHaubTe emy 6ykBy D:

29. Ha cepsepe HEAD-DC co3gaiiTe ceTeBble Nanku, HacTpoinTe uabTPbI
OGNOKMPOBKM (haiinoB (3anpeTuTb XpaHeHWe (aiiioB ayamo U BMAEO) B COOTBETCTBUM C TabNMLENA:

Manka Mpynnbl taiinos gns KBoTunpoBaHue
O610KMPOBKM
D:\Folders\Sales ®aiinbl ay[mo v BUAEO; o 50 Mb

D:\Folders\IT - [o 150 Mb



30. HacTpoiiTe u npyMeHUTe rpynnoBble NOAUTUKN K NONb30BATENAM U K/IMEHTCKUM
paboymM CTaHLMAM LOMeHa:

3L Co3faiiTe MOMMTUKY YYeTHbIX 3anuceln [as BCeX MOMb30BaTeNien AoMeHa
AbiMoscow.com:

- BECTW XYypHan napone - 7;

- MaKcMasibHbI CPOK feincTBua napons - 60;

- Maposb fO/MKEH 0TBeYaTb TPEBGOBAHUAM COXHOCTM - BbIK/IFOYEHO;
- MMHUMa/IbHas A/IMHa Napons - 8;
- NPOAOMKNTENBHOCTL 6/IOKMPOBKM YUYETHOI 3anmcu -5

- MOPOroBoe 3HayeHve 6/10KNPOBKKN - 3;

- Bpems o cbpoca cyeTymka 6/10KMPOBKU - 2,

32. [ob6aBbTe nonb3osatenein otaena BRANCH1/BO_IT B nokanbHyk rpynny
aflMMHUCTPATOPOB AN5 BCEX KOMNbIOTEPOB (HOYTOYKOB) foMeHa AbiMoscow.com;

33. MopgkntoumnTe ceTeBble AUCKN COTPYAHUKaM oTaenoB Sales u IT, HasHaybTe BykBY G:

34. BKNuMTe Yy[aneHHbl paboumii CTON Ha BCeX KOMMNbHOTepaxX, HaxoAAaLMXcs

B (hunmane (Branch1).

Mogynb 3. KoHurypauma cepBucoB U cnyXb Ha 6ase gucTtpmbyTmBoB Linux -
Debian 10 n CentOS 8

MMpexae, 4em NPUCTYNUTL K paboTe BaXKHO:

- 03HAaKOMWTLCA CO CXeMOWN NoaKnyeHns Cxema 1,

- BHUMATE/IbHO n LEJIMKOM npouuTath 3afjaHue;

- He 00513aTeNbHO BbINOMHATL MYHKTbI 3afaHus MO 0Yepefu, a TakXkKe 3afaHue LeMKOM,
BaM MOXET He XBaTWUTb Ha 3TO BpeMeHW. icxoas 13 aToro nogymanTe, Kak onTMMU3MPOBaTb CBOKD
paboTy.

i BHUMAHUE!!!

Bce Heob6xoaumble AMCTPUOYTMBLI PacrnosioXeHbl Ha paboyem ctone MK

Mo okKoH4YaHUKM paboTbl Bam Heo6XxoAMMO NpefoCTaBMTb Ha NPOBEPKY BMPTyaslbHble
MaLUVHbI B BbIK/TKOYEHHOM COCTOSIHUMW.

B nobom cny4vae Bce BM 6yayT nepesarpyyeHbl aKcnepTaMmu nepej Ha4yasiom npoBepKMU.

B cnyyae HEBO3MOXXHOCTM BX0O/a B CUCTEMY BbIMO/IHEHME PabOTbl 3KCMepTaMm No AaHHON
4acTu KOHKYPCHOrO 3afaH1s He OLeHNBaeTCA.

Mpn BbINO/IHEHMM 3afaHUA YUYTUTE BO3MOXKHblE BHELUTATHble KPaTKOBPEMEHHble WU
ANNTeNIbHbIE OTK/THOYEHUS 31IEKTPO3HEPT UM,

8. ¥YcraHosute MO Oracle VirtualBox;

9. Cosgaiite BM co cnes, napametpamu: ums - BRANCH1-DEBIAN; o6bem Ol -
1 r6; AUHaMWYHBIA BUPTYa/bHbI XecTkuii guck VDI o6bemom 10 r6; BkaoueH PAE/NX; Tun
MOAK/OYEHNSA CETEBOrO afjantepa - CeTeBON MOCT;

10. YcraHOBUTE  Ha  BupTyasbHyto  MawwmHy  OC  DebianlO  (naponb
cynepnosnb3oBaTens: toor!; nonHoe nms nosb3osatens: userl; naponb Ana nonb3osatens userl:
toortoor!)

11. 3apaiite nmsa komnotoTepa: BRANCH1-DEBIAN;

12. N3meHnTe DNS-cythduke gns gaHHON MallMHbI Ha russia.ru;

13. ¥YcTtaHoBUTe Mapo/ib Ha cynepnonb3osartens root: toortoor

14.  HacTpoiiTe ceTeBOW MHTepeinc cornacHo Cxeme.

15. [ob6aBbTe AN TEKyLLEro ceTeBOro nHTepgeiica alias ¢ IP cornacHo Cxeme;



16. Cospgaite nonb3osateneli user-IN, user-2N, user-3N (rge N - HOMep y4yacTHUKa)
naposin cooTBeTCTBEHHO: R! 123456 RI1234567 R1345678 ;

17. CospaiTte rpynny ablmpx n go6asbTe B Hee nonb3osatens user-2N (rge N - Homep
y4acTHUKa);

18. Mponuwmnte B CMWCOK  PEno3UTOpUEeB AN  CKaymBaHWA  CBOOOAHO
pacnipoctpaHsemoro MO cepsep http://min-or.abimoscow.ru/deb/ ¢ HanbonbWUM NPUOPUTETOM,
NnceBLOHNMOM penv3a wheezy M KOMNOHEHTOM Mmain. [ponuwinTe 3anucb Kak Ha BUHapHble
nakeTbl, TaK N Ha NakeTbl C UCXOLHbIM KOLOM.

19. YctaHoBuTe web-cepBep Apache. 3aMeHMUTe CTapTOBYHK CTpaHuuy (cTapToBas
cTpaHuua gomkHa cogepxatb TOJIbKO coobuieHne «Abilympics Russia»);

20. 3arpysuTte B BMPTyanbHYH cpeay roToBbli o6pa3 OC CentOS 8. [ns Bxoga
B CUCTEMY UCMONb3YIMTe NOrnH/naponb root/toortoor;

21. 3apainte ums komnbtoTepa: BRANCH1-CENTOS;

22.  YcTaHOBWTe Maposib Ha Cyneprosib30BaTens root: toormoscow;

23.  HactpoiiTe ceTeBoii nHTepgeinc cornacHo Cxewme;

24. N3meHnTe DNS-cyduKe ans AaHHOW MallnHbI Ha russia.ru;

25. PaspelunTe yganeHHoe NoAKAKYEHWE N0 NPOTOKoNY SSH Ana cynepnonb3osartens

Ocobble yKazaHus:
UTO MOXXHO?
[ns BbINONHEHWS KOHKYPCHOTO 33fjaHns KaXKAbliA Yy4aCTHUK UMEET NpaBo MCMO/b30BaThb
CBOK KOMMBbIOTEPHYIO KNaBuatypy W/Mam CBOK KOMMbIOTEPHYIO Mbilwb. [laHHble YCTPOMCTBa
He [JO/XKHbl MMETb BCTPOEHHbIX MeXaHM3MOB namATu. [epes HauyanOM YeMnuoHaTa 3KCMepTshl,
Ha3HayeHHble [[NaBHbIM 3KCMEPTOM, AO/DKHbI Y40CTOBEPUTHLCA B TOM, UTO B JaHHbIX YCTPOWCTBAX
He NpefyCMOTPEHbl MeXaHU3Mbl XPaHEHUS MH(OPMaLNN.

YTo Henb3sa?
K npoHocy 3anpeLjaloTcst Takue 3M1eKTPOHHbIE YCTPOCTBA Kak MOGU/bHbIE TenetoHbl,

CMapT(OHbI, Naeepbl, HAYLWHWUKKN, ANKTOPOHbI, KaMepbl, HOYTOYKW, NAaHLETHbIE KOMMbIOTEPbI U
npoyne NepcoHasibHble 3NeKTPOHHbIE YCTPOCTBA. [aHHble YCTPONCTBA AO/MKHbI XPaHUTLCA B
crneunanbHOM NOMELLEHNM B TEYEHNE KAXKA0T0 KOHKYPCHOTO AHS.


http://min-or.abimoscow.ru/deb/

Ri:

GO/O - MocnegHnin agpec cetn ISP

GO/1 - MocnepgHue aapeca ceteit LAN1 n MNG
G0/2 - MocnepHuin agpec cetn LAN2

R2:

GO0/0 - MepB.blih agpec cetn ISP

Loopback 22 - lto6oi1 agpec cetn LAN3

SW1 - MNepsblit agpec cetn MNG

SW2 - Btopoi agpec cetn MNG

SERVER:

Nicl - MpegnocnegHuii agpec cetn Lanl;

Nic2 - MpepnocnegHuii agpec cetn Lan2;
HEAD-DC - Natbiii agpec cetn Lanl;
HEAD-RDS- DHCP client;

BRANCH1-DEBIAN - 11biin n 12bili agpeca cetu Lan2;
BRANCH1-CENTOS - DHCP>fentr~~/2

ORACLE VIRTUALBOX
/ Branch1

BRANCHI-DEBIAN BRANCH1-CENTOS



Cxema 1
CO-Router
LAN1
MNG SW1
Fa0/1
FaO/7 FaO/8
il
Fa0/7 Fa0/8
FaO/11 \

Sw2

Cetb Head ouca LAN1: 192.168.N.128/26;
Cetb Opmca Branchl LAN2:192.168.N.0/27;
Cetb Ohmca Branch2 LAN3: 192.168.N.216/29;
Cetb ynpaBneuns MNG: 176.18.N.32/28;

Cetb jSP: 10.0.N.248/30

, rae N- Homep yyacTHuKa

Cetb Head ouca CO-Router LoopBack 0:
2001:765:916:C0:: 1/64



2.4. 30% wn3MeHeHNe KOHKYPCHOro 3agaHuns.
M3meHeHMs B Cxeme MOAK/IYEHUSA: HOMepa NOPTOB NOAKNHOYEHNS, UHTEP(ENCHI;
IP-agpecayms NoOKanbHbIX CETEN;
CeTeBble NapameTpbl OKOHEYHbIX YCTPONCTB B NIOKA/IbHbIX CETSX;
JNlorvHbl/naponu;
Hosthname yCTpoOWCTB;
MapameTtpbl VTP;
HanmeHoBaHnsa n Homepa VLAN,;
MapameTpbl port security;
MapameTpbl SSH;
0. [MapameTpsbl arperauuu,
1.  Homepa nogbiHTEpdeicoB RoS;
12. MapameTpbl OSPF;
13. MapameTpbl NTP;
14. TMapametpbl DHCP B cetn LANZ,;
15. lMapameTpbl BM;
16. HaumeHOBaHMA OpraHW3aLMOHHbIX eAWHUL, TPYNM W Monb3oBaTeneil B LOMEHE;
HanMeHOBaHWe 1 pacnpejenieHne rpynmn;
17. Mapametpbl DHCP B cetn LAN,
18. Appeca cepsepoB nepecbiiku DNS;
19. TMapameTpsl raid;
20. MapameTpbl CeTeBbIX Narok;
21.  PacnonoxeHue rpynnosbiX NOAUTUK B CTPYKType GPO;
22. HaumeHoBaHue DNS-cyhhuKcos;
23.  HaumeHoBaHua nonb3osaTeneit u rpynn B OC Linux;
24. TMapameTpbl CO34aBaeMOro penosnTopus;
25.  TekcT cofepXaHus CTapTOBOW CTpaHuLbl Web-cepsepa.

P E2O00NOORrWN R

2.5. Kpntepuun oueHKN BbINMONHEHNA 3aaHunS.

LLIKONbHUKMN:
HanmeHoBaHMe mMoayns 3afaHue MakcnmMmanbHbl
n 6ann

1 KoHturypauus cepsucos u Y4acTHUKN JOMXKHbI 06eCrneynTb Hanmume n

cny»x6 Ha 6ase OC Microsoft (hYHKLMOHMPOBaHWe B COOTBETCTBUM C

Windows 10 3afaHveM cnyx6 v poneit Ha yKasaHHbIX 50
BUPTYabHbIX MaLLlMHaX

2. KoHurypaums cepsucos u Y4acTHUKY LOMKHbI 06eCneynTb Hannume un

cnyx6 Ha 6ase OC Debian 10 (hYHKUMOHMPOBAHWE B COOTBETCTBUM C
3afaHveM cnyx6 v ponei Ha yKasaHHbIX 50
BUPTYa/IbHbIX MaLLIMHaX

NTOro 100

Moagynb  KoHdurypaumsa cepucos 1 cnyx6 Ha 6aze OC Microsoft Windows 10

3agaHue Ne HanmeHoBaHUe Makcuman O6bekTnBHass Cy6beKTUBHa
KpuTepus bHble OLleHKa A OLEeHKa
6annol (6annbl) (6annbr)
KoHurypaums 1 HacTpolika cuctemsl 10 10
CepBuUCoB U BMPTyanun3aymm
cny>x6 Ha 6ase 5 YcraHoska OC 10 10

Microsoft Windows 10



OC Microsoft HacTpolika napameTpoB

Windows 10 3. OC Microsoft Windows 10 10
10
n CospaHue § 5 5
nosb3oBartenein
5 YcTaH OUBKa " 10 10
HacTpolika bpay3epa
6. CospgaHuve TOUKHK 5 5
BOCCTaHOB/IEHMSA
NTOro: 50

Mogynb 2: KoHurypaumsa cepucos 1 cniyx6 Ha 6aze OC DebianlO

3agaHue No HanmeHoBaHue Makcnmanb O6bekTMBHass Cy6beKTUBH
KpuTepus Hble 6an/bl OUeHKa as oueHKa
(6annbl) (6annbl)

KoHgurypauus 1 HacTtpolika cuctemsl 10 10
CepBUCOB U CNYy>K6 BMPTYyanun3awlmm
Ha 6a3e OC YcraHoBka OC

DebianlO % Debianlo 10 10

3 CospgaHue 5 10 10
nosib3oBatesneun

4 HacTpouika 10 10

napameTpoB CETU
Co3pgaHne TEKCTOBOIO

5. o 10 10
(hainna
NTOIO: 50
CTyLeHTbl 1 cneynanncTbl:
HawnmeHoBaHMe Moayns 3agaHue MakcumasibHbl
n 6ann

Mogynb 1. Y4aCTHUKN JO/KHbI YOe[nTbCa B TOM, YTO
KoHgurypauus ceteBoro BCe HaCTPOMKM Ha BCeX YCTPOMCTBAxX nocne 10
TeNIeKOMMYHUKALNOHHOTO nepesarpysku Bcero 06opyaoBaHus
obopyL0BaHUA (DYHKLMOHUPYIOT
Mogaynb 2: Y4acTHUKN LOMKHbI 06eCcneynTb Hanuuume un 30
KoHgurypauns cepsucos 1 (hYHKLMOHMPOBaHNe B COOTBETCTBUN C
cny>6 Ha 6ase OC Microsoft 3afaHveM Cnyx6 1 poneli Ha yKasaHHbIX
Windows Server 2019 BMPTYa/lbHbIX MallMHax
Mogaynb 3: Y4YaCTHUKN LOMKHbI 06ecneynTb Hannume un 30
KoHgurypauns cepsucos 1 (hYHKLMOHMPOBaHWe B COOTBETCTBUM C
cny>x6 Ha 6a3e ANcTpnbyTNBOB  3afaHMEM CNYX6 M poneli Ha yYKa3aHHbIX
Linux - Debian 10 n CentOS 8 BMPTYa/lbHbIX MallMHax
NTOrO: 100

Mogynb 1: KoH(urypaums ceTeBoro Te/leKOMMYyHUKaUMOHHOIo 06opyLoBaHnA
O6bekTnBHa Cy6bEKTUBHA

MakcumanbHbl
3afaHue Ne HanmeHoBaHMe e 6asbl A1 OLleHKa A1 OLeHKa
KpuTepus (6annbl) (6annbl)
KoHurypauyms MogkntoyeHne
CeTeBoro 1  ceTeBoro 2 2
TeNIeKOMMYHMKaL, obopyfoBaHuA

2. basoBasa HacTpolika 2 2



MOHHOTO0
06opyaoBaHUS

NTOIO:

10.

11.

12.

13.

14.

15.
16.
17.
18.

19.

MapLpyTmnsaTopa R1
basoBas HacTpoiika
mMapLipyTmnsatopa R2
basoBas HacTpolika
KoMmmyTaTtopa SW1
basoBas HacTpoiika
KommyTaropa SW2
HacTpolika VTP
HacTpoiika
yZaneHHoro goctyna
CO-Router
HacTpoiika
yfaneHHoro goctyna
TGO-Router
HacTtpoiika
y[aneHHoro gocTyna
CO-Sw1

HacTpoiika
y[aneHHoro goctyna
CO-SW2

HacTpoiika
NpoTOKONa
6e3onacHocTu port
security

HacTpolika cnuckos
KOHTpONS focTyna
HacTpoiika
arperayumn KaHanoB
HacTtpoiika
MapLLpyTU3aLmm
Vlan (RoS)
HacTpoiika
AVHAMUYECKO
MapLLpyTuU3aLmm
OSPF

HacTpolika NTP
HacTpolika DHCP
IPv6
MapLLpyTusaums
ObLwas
paboToCcnocobHOCTb
cetu

40

Mogynb 2: KoHurypaums cepBucoB 1 cnyxo6 Ha 6ase OC Microsoft Windows Server

2019
3agaHue

KoHurypauums
CepB1COB K

No

HanmeHoBaHue
Kputepua

HacTpoiika cuctemsl
BUPTYa/IM3aLum

Makcuman
bHble
bannbl

3

O0ObeKTUBHadA
OLeHKa
(6annbl)

3

Cyb6beKTUBH
asl oueHKa
(6annbl)



cny>6 Ha 6ase YcTaHOBKa U
OC Microsoft 2. HacTpolika cepsepa 10 10
Windows Server DC-C
2019 YcTaHoBKa 1
3. HacTpolika (haiiioBOro 4 4
cepsepa
YcTaHoBUTE U
4. HacTpowiTe CnyXobl 4 4
DNS 1 DHCP
HacTpolika 1
5. npuMeHeHne 4 4
rPynnoBbIX MNOMUTUK
YCTaHOBKa U
6.  HacTpolika cepBepa 5 5
RDS

NTOrO: 30

Mogynb 3: KoHurypaumnsa cepsmcoB 1 cnyxb6 Ha 6ase gucTpnbyTneoB Linux -
Debian 10 n CentOS 8

3agaHue No HanmeHoBaHMe Makcnman O6bekTuBHaa Cy6beKTUBH
KpuTepus bHble OLleHKa asi oueHKa
6annol (6annbl) (6annbl)
KoHpurypauus 1 HacTtpolika cucTemsl 9 5
CEPBUCOB U CNYX6 BUPTYyanm3aymm
Ha 6ase ,  YcTaHoBKau 6 6
ANCTPUGYTINBOB " HacTpoiika OC Debian
Linux - Debian 10 HaCTDOIZKa
n CentOS 8 " nonb3osateneii v rpynn 6
4 Pab6orTa C 6 5
pPeno3nTopuAMM
5 YcTaHoBKa U 5 5
HacTporika OC CentOS
6 YpaneHHoe 5 5
" ynpasneHHue no SSH
NTOIO: 30

3.MNepeyeHb  MCNOAb3yemMOro 060pyfOBaHUSA, WHCTPYMEHTOB W PacXOAHbIX
MaTepuasnos.
3.1. LLIKONbHUKN

OBOPYAOBAHUVE HA 1-TO YYACTHUMKA
O6opypoBaHue, UHCTPYMeHTbI, MO, mebenb

Ne HaummeHoBaHue PoT0 TexHNnYeckne xapakTepnucTuKu En. Heobx
n/n obopypoBaHn  060pyLOBaHUSA, UHCTPYMEHTOB U M3Mepe  0fMMOe
A, CCbl/IKa Ha CcalT Npoun3BOANTENSA, HUA KO/1-BO
WHCTPYMEHTa, nocTaBLiMKa
nnn mebenn
1 MK Intel Core i5 MUHUMYM 8 WITYK 1

nokonenns, 16GB RAM n 6onee,
256GB SDD u 6onee, COM (RS-



232), 3 Ethernet NIC, OC

WINDOWS 10.
2 MoHuTOp 22 froliMa n 6onee WITYK 1
I}
3 KomnbroTepHas USB WITYK 1
MblLLb %
4 KnaBuatypa -0 USB WTYK 1
(ans He3psaunx
YYaCTHWNKOB
Bpaiins)
5 Y pnnHuTenb 220B, 3 meTpa, 6 po3eToK WITYK 1
y
6 BN He meHee 1000 VA WITYK 1
L
7 MaTy-Kopg UTP 5e, 10 meTpoBs WITYK 2
c
8 OC Windows 10 npegyctaHoseH Ha MK WITYK 1
Enterprise (en) yyacTHuka, 1SO obpas
9 OC Debian 10 ISO o6pas, Ha paboyem cTone MK LTYK 1
(en) yyacTHMKa
10  Oracle daiin ycTaHOBKM Ha paboyem CToNe  LITYK 1
VirtualBox
11 Cron 1400x700 MM WITYK 1
r
12 Ctyn OducHbIii LWITYK 1
I ft

PACXOAHbLIE MATEPUAJIbI HA 1 YHACTHUKA
PacxogHble maTepuansl

Ne  HawumeHoBaHue doToO TexHn4YecKne XxapakTepUCTUKN En. Heobx
n/n pacxo4HbIX obopyaoBaHNA, UHCTPYMEHTOB U M3Mepe  Of4MMOe
MaTepuanoB  CCblNKa Ha caiT NPoOU3BOAMTENS, HUA KO/-BO

nocTasLnKa



1  BnokHoT Ab A5 (32 nucra) LWTYK 1

2  Pyuka v LLIapnKoBble UK rennesble LITYK 2
3 KapaHpaw Mpocton TM LWITYK 2
4 Jlnctol A4 WTYK 10

PACXOAHbLIE MATEPUVAJDbI, OBOPYAOBAHVE N MHCTPYMEHTbI, KOTOPbIE
YUYACTHUKWM AOJIKHbI MMETb MNMPU CEBE (npy HE06X04NMOCTM)
1 B gaHHON KOoMNeTeHUMW He NpefyCMOTPEHO
PACXOOHbIE MATEPVAJIbl N OBOPYOBAHWE, SATNPELWLEHHDBIE HA
NAOWAALKE
1 Mo6ubHbIA TenethoH Unu apyroe
aHanorMyHoe aNeKTPoHHOe

YCTPOMCTBO

AONOJIHNTE/NIbHOE OBOPYAOBAHWME, MHCTPYMEHTbI KOTOPOE MOXET
MPNBECTW C COBON YUYUACTHUK (npn HeobxoAnMOCTN)

Ne  HawumeHoBaHMe doTo TexHUYecKne XxapakTePUCT KK En. Heobx
n/n Heob6xoaumoro  o6opyfoBaHUsA, UHCTPYMEHTOB U M3Mepe  OfuMoe
060pyaoBaHMA  CCbIIKa Ha calT Mpou3BoANTens, HUA KO/1-BO
y nocTasLMKa
NHCTPYMEHT
a, unm mebenu
1 CpepncTtBa peabunmrayum no

HO30/10rMAM, KOTOPbIE YHaCTHUK
MCMOMb3yeT MOCTOSAHHO, Hanpumep,
3BYKOYyCU/IMBaloLLasa annaparypa
WNHANBUAYaNbHOIO NONb30BaHUA
(nporpammy NVDA, knasuatypy c
KogoMm bpaiins ana He3pauux,
C/TyXO0BO annapat Ans y4acTHUKOB
C npobiemamu cnyxa)

3.2. CTyAeHTbI, cneunanncTbl

OBOPYAOBAHUE HA 1-NO YYHACTHUKA
O6opypoBaHMe, UHCTPYMeHTbI, MO, mebenb

Ne  HanmeHoBaHue doTo TexHunyeckme Ex. Heobx
n/n obopyaoBaHusA XapakKTepucTUKn n3mepe opmmoe
9 obopyfoBaHus, HUA KO/1-BO
WHCTPYMEHT  MHCTPYMEHTOB U CCbl/IKa Ha
a, v mebenu caiiT nNpov3BoanTENS,

nocTaBLLMKa



10

1

14

15

16

17

18

19

MK

MoHuTOop

KomnbroTepHas
MblILLUb

KnaBuatypa
(ans He3paAYMX
Y4YaCTHUNKOB
Bpaiins)
Kabenb
KOHCO/bHbI

KommyTaTop

MapLupyTr3aTo
P

Y AnnHuTeNb

VBTl

MaTy-Koppg,

Maty-Koppg,

OC Windows
Server 2019
Standart (en)
OC Windows 10
Enterprise (en)
OC Debian 10
(en)

OC CentOS 8
(en)

Putty

Oracle
VirtualBox
Vmware
Workstation

m
9_

Intel Core i5 nnm 6bICcTpee,
16GB RAM u 6onee, 256GB
SDD v 6onee, COM (RS-232),
3 Ethernet NIC, OC
WINDOWS 10.

22 prolima n 6onee

usSB

uSB

Kabenb KOHCOMbHbI CISCO

Cisco 2960

Cisco cepum 29xx

220B, 3 meTpa, 6 po3eToK

He meHee 1000 VA

UTP 5e, 10 meTpos

UTP 5e, 2 meTpa

ISO o6pas3, Ha paboyem cTosne
MK yyacTHnKa

npegycrtaHosneH Ha MK
yyacTHUKa

ISO o6pas3, Ha paboyem cTosne
MK yyacTHuKa

ISO o6pas, Ha pabouem cTone
MK yyacTHunKa
MpepycTtaHoBneH Ha MK
yyacTHUKa, Ha paboyem CcToNe
MK yyacTHUKa.

®aiin ycTaHOBKM Ha paboyem
cTone

®aiin ycTaHOBKY Ha paboyem
cTone

WITYK

WITYK

WTYK

WITYK

WITYK

WTYK

WTYK

WTYK

WTYK

WTYK

WITYK

WITYK

WITYK

WTYK

WTYK

WTYK

WTYK

WITYK



20 Cron 1400x700 mMm WITYK 1

21  Ctyn OduCHbIl LWITYK 1

hs m

PACXOAHbIE MATEPUAJIbI HA 1 YHACTHUKA
PacxofHble MaTepuanbl

Ne HawnmeHoBaHue doTO TexHnyeckue En. Heobx
n/n pacxofHbIX XapaKTepucT KN n3mepe oammoe
MaTepunanos o6opyzAoBaHus, HUA KO/-BO

MHCTPYMEHTOB M CCbINIKa Ha
Caii T Npou3BOANTENS,
nocTasLLMKa

1 BnokHoT A5 : I A5 (32 nucta) LWITYK 1
2 Pyuka LLIapnKoBble Unn renvesble WTYK 2
3 KapaHgal MpocTtoin TM LWTYK 2

4 Nnctol Ad WITYK 10

PACXOOHbLIE MATEPUANDbI, OBOPYAOBAHVNE N MHCTPYMEHT]bI,
KOTOPbLIE YHACTHUKW O/TKHBbI MMETb NMPU CEBE (npu HeobxoaLwnoctn)
1 B gaHHOIN KOMNeTeHUMM He NpPefyCMOTPEHO

PACXOAHbIE MATEPUANDBbI N OBOPYAOBAHWE, 3AMNPEWEHHBLIE HA
MNOWALKE
1 O Mo6UNbHLIN TeneoH nnm
0 [Ipyroe aHanornyHoe
3N1eKTPOHHOE YCTPONCTBO
NOJNONTHNTE/IbHOE OBOPYAOBAHWE, MHCTPYMEHTbLI KOTOPOE MOXXET
MPVBECTW C COBOW YUYACTHWK (npv Heo6X0aMMOcTH)
M HanmeHoBaHuMe doToO TexHnyeckue En. Heobx
n/n Heo6XxoAMMOoro XapaKTepucT KK n3Mepe OAMMOe
obopyfoBaHuA obopynoBaHus, HUA KO/1-BO
> WHCTPYMEHTOB M CCbl/IKa Ha
NHCTPYMEHT caiT NnpousBoaMTENs,
a, nm mebenu nocTasLyMKa
1 CpepacTBa peabunutaymm no HO30/10TUAM,
KOTOpble YYaCTHUK UCMO/b3YeT NOCTOAHHO,
Hanpumep, 3ByKOycunvBaroLLas annapatypa
WHANBUAYaNbHOr0 NONb30BaHWsA (Nporpammy
NVDA, knasuatypy ¢ kofom bpaiins gns
He3psAUMX, CNYX0BOI annapat A4/19 Yy4aCTHUKOB C
npob6nemamu cnyxa)
OBOPYLOBAHUVE HA 1-TO SKCIEPTA (npn Heo6xoanmocTn)
O6opypgosaHue, MO, mebenb, MHCTPYMEHTbI 4N18 3KcnepTa

Ne  HammeHoBaHue doTo TexHunyeckme Ep. Heobx
n/n Heo6XoAMMOro XapakTepUcTUKN n3mepe oanmoe

o6opyaoBaHus 060pyaoBaHus, HUS KON-BO
MHCTPYMEHTOB M CCbINIKA Ha

9



WHCTPYMEHT

caliT Npon3BoAMTENS,

a, nnm mebenu nocTasLMKa
1 Cryn OuCHBbIl LWTYK 1
rrn
2  KommyTtatop Cisco 2960 WITYK 1/Bcex
3 MapuwpyTnsaro Cisco cepun 29xx WITYK 1/Bcex
P
Kab6esnb Kabenb KoHCcONbHbIN Cisco LWITYK 1/BCcex
KOHCO/IbHbII
MK MK nnm HoyToyK, WITYK 1/Bcex
BbICTYNatOL A B Ka4ecTBe
cepsepa
nBn He meHee 1000 VA WITYK 1/Bcex
13 LleTka u coBOK WITYK 1/Bcex
14 YpnnHutenb 220B, 5 meTpoB, 6 pO3eTOK WITYK 3/Bcex
15  Knewwu gns Telecom HT-500R LWITYK 1/BCcex
06XKumkn UTP (https://www.mecliamarkt.ru/ite
Kabens Uy1/ m/1340498/telecom-ht-500r-
kleshhi-dlya-obzhima)
16 MK MK nnm HoyToYK LITYK 1/Bcex
17  TMpuHTep JNaszepHbiii LWITYK 1/Bcex
18  ®daunuapt Ha ycmoTpeHue opraHusatopa  WTYK 1/Bcex
TecTep ceTeBOWA TecTmpoBaHue kabens Tuna LTYK 1/Bcex
8P8C RJ-45 % % UTP (Cat 5, 5e, 6)
Maty-kopa 8P8C RJ45 Kabenb UTP Cat. meTpoB 50
5e 24AWG 4P
KOHHEKTOpbI KoHHekTOpbl RJ45 WITYK 100
RJ45
PACXOAHbB][E MATEPUAEHA 1 3kcnepTa (Npy He06X04MMOCTN)
PacxofHble maTepuanbl
Ne  HaumeHoBaHue doTO TexHnyeckue Ea. Heobx
n/n pacxofHbIX XapaKTepucTUKu n3mepe OAMMOe
MaTepuanos obopyLoBaHus, HUS KO/1-BO

WHCTPYMEHTOB M CCbi/IKa Ha
caiT npomssoanTens,
nocTasLLMKa


https://www.mecliamarkt.ru/ite

10

12

By
Ma
ra

Pyuka LLlapnkoBasa nnu renvesas LWITYK 1
CUHAA
BnokHOT ] A5 (32 nucta) LITYK 1
MeLukun noga 120- 180 nutpos WTYK 10
mycop
XOoMyThI https://leroymerlin.ru/product/li  wTyK 50
KabenbHble omuty-kabelnye-2-5h200-mm-
2.5x200 cvet-belyy-100-sht-81927654/
YnakoBo4Has LLnpunHa 48 mm anvHa 50 WITYK 1
Knelikas neHTa r MeTpOoB
HoXHULbI OnvHa 100 mm WITYK 2
JtO
KaHuenspckuii LWITYK 1
HOX
Bymara A4, 500 nucTos yn. 2
Pyuku . LLIapnKoBble Unn renvessble, LT, 2
1 MUHUMYM 4 LiBeTa
bymara gns Ha ycmoTpeHue opraHusatopa anctos 20
(hnnnyapta
Mapkepsbl ang Ha ycmoTpeHue opraHusaTopa LITYK 4
hamnyapTa
LiBETHblE
dainnbl A4 LWITYK 100
CkopocLlunsaten WITYK 10
b ANs harinos
A4
OBLUASA MHPPACTPYKTY]PA KOHKYPCHOW MJIOLLA/ |KW (npu
Hec>0X0AMMOCTW)
[lononHnTensHoe 060pyaoBaHMe, CpeicTBa UHAMBUAYAbHON 3aLN T bl
HawnmeHoBaHune doToO TexHnyeckue En. Heob6x
Heo6Xxo4MMOoro XapaKTepucTUKK n3mepe oammoe
obopyzLoBaHus obopynosaHus, HUA KO/1-BO
, CpeacTBea WHCTPYMEHTOB U CCbI/IKa Ha
NHAMBUAYaNbH calT npov3BoauTeENS,
Ol 3aWMNTbl nocTasLLMKa
OrHetyLwimTens M Ha ycmoTpeHue opraHusaTopa  LITYK 2

yF}'IeKI/ICI'IOTHbIVI

1


https://leroymerlin.ru/product/li

18

19

20

21

30

Ne
n/n

bak nopg,
06pe3Kku

(mycop)

Beuwlanka
rapaepobHas

Cton

Crtyn
Crton

neperoBOpHbIin

AnTeyka
MepBoi NOMOLLM

120- 180 nutpos LWTYK
MwuHuMyMm Ha 10 egnHuWL, WTYK
ofexabl

1400x700 mMm WITYK
OMUCHBIA WTYK
880x880x760 WITYK
Ha ycmoTpeHue opraHusatopa  LITYK

KOMHATA YUYACTHWMKOB (npn HeobxoanmocTn)

Ob6opypgoBaHue, Mebesib, pacxofHble maTtepuasnbl (NPU HE0BX0LMMOCTN)

HanmeHoBaHUe

®doTo
Heobxognmor
0
obopypnoBaHu
A Un
MHCTPYMEHTA,
unm mebenu,
nnu
pacxoAHbIX
mMaTepuasnoB

TexHnyecKme En.
XapaKTepPUCTUKU n3mepe
obopypoBaHus, HUA

WHCTPYMEHTOB U CCbI/IKa Ha
caiT Npon3BOANTENS,
nocTaBLMKa

Heobx
oAnmoe
KON-BO

AOMNOJTHUTENbHbBIE TPEBOESAHNA K MNOWAAKE/KOM1IMEHTAPAN
KonmuyecTBo TOYEK 3/1EKTPONUTAHUA U UX XapaKTEPUCTUKN, KONIMYECTBO TOUEK
NHTEpHeTa 1 TpeboBaHMs K HEMY, KOIMYECTBO TOYEK BOAbl 1 TpeboBaHMA (ropsiyas,

X0/104Hasn)
Ne HawnmeHoBaHMe doTo TexHnyeckune Ex. Heobx
n/n HeobxofMmor XapaKTepPUCTUKU n3mepe 0fMMoOe
0 obopypfoBaHus, HUS K0/1-BO
060pyfoBaHN  MHCTPYMEHTOB U CCbl/IKa Ha
A UNu caliT NpoM3BOANTENS,
NHCTPYMEHTA, nocTasLUMKa
nnn mebenu
1 ONEKTPUYECTBO 220 BONbT 6 PO3eTOK 1KBT
Ha lnocTt gna
yyacTHUMKa
2 ANeKTPMUYecTso 220 BONbT 2 PO3ETKN 2 KBT
[19 3KCMepToB
3 WHTepHeT WIFI MuHumym 20 Méut/c
4 Pe3epBHbIit 11K, 2 kommyTaTopa, 2 WITYK 1

KOMNJEKT

MapLupyTu3aTopa U T. [,



obopyaoBaHus

yyacTHUKa

CT1akaHbl Mnactukosblie 200mMn LWITYK 100
0fHOpa3oBble

Kynep Kynep gna 6yTnanpoBaHHoO LWITYK 1
BOA4bI
Boga ByTununposaHHaa Bofa Ans LWITYK 2
Kynepos 19 nutpos
r~?
5 Maty-Kopg UTP 5e, pa3nnyHoi gnuHbl (2, WTYK 20
5, 10, 15 meTpoB)
4. MuHMManbHble TPe60BaHNA K OCHaLLeHUIO paboymx MecT C y4YeTOM BCeX
OCHOBHbIX HO30/10T U
HanmeHoBaHve [lnowagb, WnpnHa npoxosa Cneunanni3npoBaHHoe
HO30/10MNKn M.KB. MexXxay paboummu 0bopyAoBaHue, KONM4ecTBo*
MecTamu, m
Pabouee mecto 4 0,75 Pagunoknacc, ayanoTexHunka
yyacTHUKa ¢ (akycTuyeckuin ycunuTenb 7
HapyLleHnem KOJTOHKMW)
cnyxa
Pabouee mecTO 4 0,75 TeKCcToBOe onnucaHne KOHKYpPCHOro
yyacTHUKa ¢ 3a[jaHnA [O/HKHO ObITb
HapyLLeHnem npesocTaB/ieHO B A4OCTYMHOM A1
3peHus WHBaNNZO0B MO 3PEHUIO BUJE: B

NA0CKOMNeYaTHOM (C KpYMnHbIM
pasMepoMm LWpugTa, yYUTbIBAKOLLNM
COCTOSIHVE 3pUTE/ILHOIO
aHanmM3aTopa yyacTHuKa ¢
0CTaTOYHbIM 3pEHMEM), LIPUPTOM
Bpaiing unu B aneKTpOHHOM BUfE B
(hopmate Microsoft Word gns
MPOYTEHNSA C MOMOLLLIO
creyumnanbHON KOMMbIOTEPHOW
TEXHUKMN W NPOrpammHOro
obecneyeHuns. Pabouee MecTo
y4YacCTHMKa C HapyLUeHVEM 3peHuS
cfieflyeT OCHacTUTb NepcoHasbHbIM
KOMMbIOTEPOM C BONbLLNM
MoHuTOopoMm (19 - 24"), ¢
NPOrpamMmmMoii 3KpaHHOro focTyna
JAWS, nporpamMmmoi 3KpaHHOro
yBenuyeHns MAGIcC) n gucnneem,
MCNONb3YOLWNM cucTemy bpaiins
(penbedHO-ToYEeYHOro WpnMTA).
Heobxo4nMMO npefocTaBuTb fyny,



Pabouee mecTo 4 0,75
yyacTHUKa ¢

HapyLLeHneM

OfA

Pabouee MecTo 4 0,75
yyacTHUKa C

COMaTUYECKNUMU

3a6o0neBaHNSAMN

Pabouee MecTo 4 0,75
yyacTHMKa ¢

MeHTaIbHbIMU

HapyLUeHNAMUN

namny-nyny (HacToMbHY UK
HanosbHY10).

MepcoHabHbIN KOMMbIOTEP,
OCHACTUTb BbIHOCHbIMU
KOMMNbKTEPHBIMU KHOMKaMM U
cnewLmanbHON KnaBmaTypoi;
NnepcoHa/IbHbINA KOMMbIOTEP,
OCHACTUTb HOXHOW WM FTO/I0BHOM
MbILLUbIO N BUPTYaIbHOW 3KPaHHOWA
KnaBmnaTypom, NepcoHasibHbI
KOMMbOTEP, OCHACTUTb
KOMMNbIOTEPHBIM IPKONCTUKOM UK
KOMMNbIOTEPHLIM PONIEPOM K
crnewmanbHOM KnaBuaTypoil.
TpaHchopMMpyeMble 31EMEHTbI
obopyaoBaHMa U mebesib Ha
paboumnx MecTax, creymasnbHble
MeXaHU3Mbl 1 YCTPOWCTBA,
MO3BO/IAIOLLME U3MEHATb BbICOTY 1
HaKNoH paboyein NOBEPXHOCTH,
NONOXEHME CUAEHBSA paboyero
CTy/1a N0 BbICOTE U HAK/IOHY,
obopypoBaHue, obecneynsaroLlee
BO3MOXHOCTb MOAbE3AA K
paboyemMy MecTy 1 pa3BopoTa
Kpecna-Konscku

HeT

HeT



5. Cxema 3acTpOiKu cCoOpeBHOBaTe/IbHOM NaoWaaKmn
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5.2 CTy[eHTbI 1 cneunanncThbl
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6. TpeboBaHMA oxpaHbl TpyAa U TeEXHUKKN 6e30MacHOCTH.

MHCTpyKTaXka no oxpaHe Tpyga 411 y4acTHUKOB.

1. Obuwme TpeboBaHWA OXpaHbl TpyLa.

[nsa yyacTHMKoB fo 14 net

1.1. K camocTosaTenbHol paboTe ¢ MK gonyckaTcs y4aCcTHUKM NOCe NPOXOXAEHUS UMK
MHCTPYKTaXa Ha paboyeM mecTe, 06yyeHns 6e30MnacHbIM MeToam paboT M NPOBEPKM 3HAHWUIA MO
OXpaHe Tpyfa, npowejwive MeauLUHCKOE OCBUAETENIbCTBOBAHME Ha MPefMET YCTaHOB/EHUSA
NPOTMBOMOKAa3aHWUI K paboTe ¢ KOMMbIOTEPOM.

1.2. Mpwn pabote ¢ MK pekoMeHAyeTCA opraHusauus nepepbiBoB Ha 10 MUHYT 4Yepes
Kaxable 50 MUHYT paboTbl. Bpems Ha nepepbiBbl YXe Y4TeHO B O6LLEM BpeMeHW 3afaHus,
N LONOMHUTENbHOE BPEMA YYaCTHUKaM He NpefocTaBAeTCs.

1.3. Mpwn pa6boTe Ha MK MOryT Bo34eiCcTBOBaTL ONAacHbIe N BpeAHble NPOM3BOACTBEHHbIE
(baKTopbl:

- (bM3nYecKme: MOBbIWEHHbIA  YPOBEHb  3/1IEKTPOMArHUTHOIO  U3NYyYeHus;
MOBbILWEHHbI  YPOBEHb CTaTUYECKOrO 3/EKTPUYECTBA; MOBbIWEHHAS SAPKOCTb CBETOBOIO
1306paXKEHUNA; NOBbILIEHHbIA YPOBEHb My/bCaLMX CBETOBOr0 MOTOKA; MOBbILIEHHOE 3HaYeHue
Hanps>xeHus
B 3/IEKTPUYECKON Lenu, 3aMblKaHWe KOTOPOil MOXET MNPOM30ATU 4epe3 TeNno YenoBeka;
MOBBILEHHbIA VAN MOHWKEHHbIA YPOBEHb OCBELLEHHOCTWU; MOBbILIEHHbIA YPOBEHb MPAMON
N OTPaXXEHHOI 61eCTKOCTY;

- MCUXO0(M3NONOTMYECKNE: HANPSXKEHWE 3PEHUA U BHUMAHUS; UHTeNNeKTyalbHble
N 3MOLMOHa/bHbIE HAarpy3KW; ANUTENbHbIE CTATUYECKME HArpy3KU; MOHOTOHHOCTb TPYZa.

1.4. 3anpewaeTca HaxoauTbea Bo3ne MK B BepxHel oaexae, NPUHMMaTb NULLY U KypUTb,
ynoTpebnaTh BO Bpems paboTbl aNKOroNbHbIE HAMUTKY, a TakXKe ObITb B COCTOAHUW a/IKOTr0/1bHOT O,
HapKOTUYECKOr0 UK APYroro onbsHEHUs.

1.5. Y4acTHUK COpeBHOBaHWS OO/KEH 3HATb MecTopacrnofioXeHWe MepBUYHLIX CPeacTB
NMoXapoTyLUeHNs 1 YMeTb UMW NO/b30BaTHCA.

1.6. O KaXA0M HEeCYaCTHOM Cflyyae NOCTpadaBLUWA MAN OYEBUAEL, HECHACTHOIO Cy4as
HeMeAeHHO [O/MKeH U3BECTUTb 6/IMXKaliLLIEero akcnepTa.

1.7. ¥Y4aCTHUK COPEBHOBAHUA JO/MKEH 3HaTb MECTOHaXOXAEHUA MeAULMHCKOW anTeyku,
NpaBUIbHO MO0/b30BAaTbCA MeLMKAMEeHTaMW; 3HaTb WHCTPYKLUMIO MO OKa3aHWUI MepBoi
MEAULMHCKON NOMOLWM noCcTpajaBliMM M YMeTb OKasaTb MeLUUMHCKYI0 nomolb. [Mpu
Heo6X0AMMOCTW BbI3BaTb CKOPYK MEAUUMHCKYHO MNOMOLWb WAW [OCTaBUTb B MeAULMHCKOE
yupexaeHue.

1.8. Mpu paboTe ¢ MK yyacTHUK COPeBHOBaHMA LO/KHbI CO6MOLATL MpasBuia IMHHOM
TUTUEHbI.

1.9. PaboTa Ha KOHKYPCHOI nollafiKe pa3pellaeTcs UCKNKUUTEIbHO B MPUCYTCTBUN
aKcnepTa. 3anpeLiaeTcs NPUCYTCTBME HA KOHKYPCHOW MaoLajke NOCTOPOHHUX L.

1.10. Mo Bcem BoOMpocam, CBfi3aHHbIM C PaboTo KOMMbHOTEPA? creayeT obpalaTbes
K PYKOBOAUTENIO.

1.11. 3a  HeBbIMNOSIHEHME  AAHHOW  WMHCTPYKUMM  BWHOBHbIE  MPMBNEKAKTCS
K OTBETCTBEHHOCTW COrNacHO MpaBWiaM BHYTPEHHEro pacnopsigka WAN  B3bICKAHUAM,
onpeseneHHbIM KoZeKcoM 3aKOHOB 0 Tpyze Poccuiickoin defepauun.

[ns yyacTHMKoB oT 14 no 17 ner.

11 K camocTosTensHoii paboTe ¢ MK gonyckaoTcsa y4aCTHUKM NOC/E NPOXOXKAEHNUSA UMK
NHCTPYKTaXka Ha paboyeM mecTe, 00yyeHUs 6e30nacHbIM MeTofaM paboT M NPOBEPKM 3HaHWI
no oxpaHe Tpyfa, npollejline MeanLNHCKOE OCBUAETENIbCTBOBAHWE Ha MpeAMeT YCTaHOB/IEHUA
NMPOTMBOMOKAa3aHUI K paboTe ¢ KOMMNbIOTEPOM.



1.2. Mpn pabote ¢ MK pekomeHAyeTcs opraHusauums nepepbiBoB Ha 10 MUHYT uepes
Kaxable 50 MUHYT paboTbl. Bpems Ha nepepbiBbl YXKe Y4TeHO B 06LLEM BpemMeHW 3afaHus,
N [OMONHUTENbHOE BPEMA YYaCTHUKaM He NpefoCcTaBseTcs.

1.3. Mpwu paboTe Ha MK mMoryT BO34elCTBOBATb OMacHble U BpefHble NPOU3BOACTBEHHbIE
(haKTopbl:

- (hnsnueckme: MOBbIWEHHbIA  YPOBEHb  3/1EKTPOMArHUTHOrO  U3NYyYeHUs;
MOBbILWEHHbI  YPOBEHb CTaTMYeCKOro 3/IeKTPUYECTBa; MOBbILEHHAA SPKOCTb CBETOBOMO
M306paXEHNS; NOBbILIEHHbIA YPOBEHb My/bCalMM CBETOBOrO NOTOKA; MOBbILIEHHOE 3HAYeHue
Hanps>keHns
B 9/1eKTPUYECKOWN Lenu, 3aMblKaHWe KOTOPOM MOXEeT MpPOoM30ATM 4Yepe3 Teno YenoBeKa;
MOBbILWEHHbIA WAW MOHWKEHHbI YPOBEHb OCBELLEHHOCTUW; MOBbILEHHbIA YpPOBEHb MPAMOiA
N OTpaXkeHHoI 61écKoCcTy;

- MCUXO(N3NONOTMYECKNe: HANPSXKEHNE 3PeHUA U BHUMaHUA;, UHTeNNeKTyanbHble
N 3MOLMOHa/IbHbIE HArPy3KW; AIUTENbHbIE CTATUYECKME Harpy3Kn; MOHOTOHHOCTb Tpyaa.

1.4. 3anpewaetcs HaxoauTbes Bo3ne MK B BepxHel ogexae, NPUHUMaTbL NULLY U KYpUTb,
ynoTpebnsaTh BO BpeMs paboTbl aNKOr0/ibHble HAMUTKK, a TakXXe ObITb B COCTOSHUMN alIKOT0NbHOT O,
HapKOTMYECKOro UK APYroro OnbsHEHUs.

1.5. Y4acTHVUK COpeBHOBaHWA LO/KEH 3HaTb MECTOPAacrnoioXeHMe NepBUYHbLIX CPEACTB
MoXapoTyLleHUs U YMeTb UMW M0/1b30BaTHCA.

1.6. O K&XJ0M HecYaCTHOM C/lydae NOCTPajaBLUWiA UM OYeBUAEL, HECHACTHOrO Ccy4as
HeMeAeHHO [O/MKeH U3BECTUTbL 6/IMXKaliLLIero aKkcnepTa.

1.7. Y4aCTHVK COpPEeBHOBAHWS [O/DKEH 3HAaTb MECTOHAXOXAEHNA MeAVNLUHCKON anTeyku,
NMpaBUIbHO MONb30BaTbCA MeAMKAMeHTaMu; 3HaTb WHCTPYKUMIO MO OKa3aHUo MNepBol
MeOULMHCKON MOMOLWM NOoCTpajaBlUM M yMeTb OKasaTb MeLULMHCKYI0 nomolb. [Mpu
Heo6X0AMMOCTW BbI3BaTb CKOPYK MEAUUMHCKYHO MOMOLLb WAM AOCTaBUTb B MeAULMHCKOE
yupexzaeHue.

1.8. Mpwn paboTe ¢ MK y4yacTHMK COPEBHOBaHMS [LO/MKHbI CO6MO4aTL MpaBua NNYHOM
TUTUEHbI.

1.9. PaboTa Ha KOHKYpPCHOV NoLWafKe paspellaeTcs WUCKIOYUTENbHO B MPUCYTCTBUM
aKcnepTa. 3anpeLLaeTca NpUCYTCTBME Ha KOHKYPCHOM NAOLWaAKe NOCTOPOHHUX AL,

1.10. Mo Bcem BoMpocaM, CBf3aHHbIM C PabOTOl KOMMblOTEpa, CreayeT obpallaTbes
K PyKOBOAUTESIO.

1.11. 3a  HeBbINOMHEHWE  [AAHHON  WMHCTPYKUMM  BWHOBHblE  MPUBMEKAKOTCA
K OTBETCTBEHHOCTW COrNacHoO nMpaBuWnaM BHYTPeHHero pacnopsigka Wau  B3bICKaHUAM,
onpegeneHHsIM Kogekcom 3akoHOB 0 Tpyfae Poccuitickoi ®efepaumu.

[nsa yyacTHMKOB cTapLue 18 net

1.1. K camocTosiTenibHoW pa6oTe ¢ MK gonyckaoTcsa y4aCTHUKIN NOC/e NPOX0XAEHNS UMK
MHCTPYKTaXa Ha paboyeM mecte, 06yyeHus Ge3onacHbIM MeTodaM paboT U NPOBepPKU 3HaHWi
Nno oxpaHe TpyZa, npoLlejline MmeanLUHCKOe OCBUAETENIbCTBOBAHWE Ha NpeAMeT YCTaHOB/IeHUA
NPOTMBOMOKa3aHWii K paboTe ¢ KOMMbIOTEPOM.

1.2. Mpun pabote ¢ MK pekomeHAyeTcs opraHu3auus nepepbiBoB Ha 10 MUHYT uyepes
Kaxable 50 MUHYT paboTbl. Bpems Ha nepepbiBbl YXe Y4TEHO B 0OLLEM BpemMeHU 3afaHus,
N LOMONIHUTENIbHOE BPEMS YYaCTHMUKaM He npefocTas/seTcs.

1.3. MNpw paboTe Ha MK MoryT Bo34elCTBOBaTL ONacHble U BpeAHble NPOU3BOACTBEHHbIE
(hakTopbl:

- (m3nyeckme:  MOBLILEHHLIA  YPOBEHb  3/1EKTPOMArHUTHOrO  W3/yYEHUS;
MOBbILIEHHbI YPOBEHb CTaTMYECKOro 3/IeKTPUYECTBA; MOBbILWEHHAsA APKOCTb CBETOBOMO
N3006paXKEHNS; NOBbILWEHHbIA YPOBEHb My/bCaLMn CBETOBOrO MOTOKA; MOBbLILEHHOE 3HaYyeHue
HanpsxeHns
B 3/1eKTPUYECKOW Lenu, 3aMbiKaHWe KOTOPOM MOXET MPOM30ATM 4Yepe3 TeNo YenoBeKa;
MOBbILWEHHbIA WUAW MOHWKEHHbI YPOBEHb OCBELLEHHOCTW; MOBbILEHHbIA YPOBEHb MPAMOiA
N OTPAXKEHHOMN 6/1eCTKOCTY;



MCUXOMU3NONOTMUYECKIME: HANPSXKEeHWe 3PEHUS YU BHUMAHWA; UHTENNEKTyallbHble
N 3IMOLMOHa/NbHbIE HAarpy3Ku; A/INTeNbHble CTaTUYECKME Harpy3Kn; MOHOTOHHOCTbL TpyAa.

1.4. 3anpewyaeTca HaxoamTbes Bo3ne MK B BepxHei ogexae, MPUHUMaTb NULLY U KypuUTb,
ynoTpebnsaTh BO Bpems paboTbl aNKOr0/ibHble HANMUTKK, a TakXe ObITb B COCTOSHUMN alIKOT0/1bHOT O,
HapKOTUYECKOro UAN APYroro OonbsHeHUs.

1.5. YYaCTHUK COpeBHOBaHUA A0/HKEH 3HATb MECTOPAacnofIoXKeHWe MnepBUMYHbLIX CPeACTB
NnoXapoTyLleHns 1 yMeTb UMW NO/b30BaTHCA.

1.6. O KaXXOM HecyaCTHOM Cnyvae MOCTpafaBLUMA UM OYeBUAEL, HECHACTHOTO Cy4as
HeMe[/IeHHO [O/DKEH U3BECTUTb BAMKalLLero aKcnepTa.

1.7. Y4YaCTHWUK COpeBHOBAHWSA [O/DKEH 3HAaTb MECTOHAXOXAEHUS MeAMNLUHCKON anTeuku,
NPaBubHO MO0/b30BaTbCA MeAMKaMeHTaMW; 3HaTb WHCTPYKUMIO MO0 O0Ka3aHUK MepBou
MEAULMHCKON MOMOLWM NOCTpajaBliMM M YMeTb OKasaTb MeLMUMHCKYI0 fomowb. [pu
Heo6X0AMMOCTW BbI3BaTb CKOPYH MEAUUMHCKYHO MOMOLLb WAM [OCTaBUTb B MeAULMHCKOE
yupexaeHue.

1.8. Mpwn pa6oTe ¢ MK y4yacTHUMK COpPEeBHOBaHWA LO/MKHbI CO6MOAATL NpaBuaa NNYHOM
TUrNeHbI.

1.9. PaboTa Ha KOHKYPCHOW MNAoOLllajKe pa3peLlaeTcs WCKAYMTeNbHO B MPUCYTCTBUM
akcnepra. 3anpeLLaeTca NPUCYTCTBME HA KOHKYPCHOW NIOLWazKe NOCTOPOHHUX nL,

1.10. Mo Bcem BOMpocam, CBSi3aHHbIM C paboTol KOMMbHOTepa, cneayeT obpauiarbes
K PYKOBOAUTENIO.

1.11. 3a HeBbINO/HEHNE JAHHON UHCTPYKL MU BUHOBHbIE NMPUB/IEKAKOTCS

K OTBETCTBEHHOCTM COr/lacHO npaBwu/iiaM BHYTPEHHEro pacrnopsagka WM B3bICKaHUAM,
onpegeneHHbIM Kogekcom 3akoHOB 0 Tpyfae Poccuitckoii ®efepaumu.

2.TpeboBaHMA 0XpaHbl TpyLa nepes HavyasoM BbIMONHEHUSA KOHKYPCHOrO 3ajaHuns

2.1. Tepef BK/OYEHWEM KCMOMb3YEMOro Ha paboyeM MecTe 060pPYLOBAHUSA YYACTHUK
COpPEeBHOBaHMA 06513aH:

2.1.1. OcMOTpeTb ¥ MpuWBECTM B MOPALOK paboyee MecTo, ybpaTb BCe NOCTOPOHHUE
npeaMeTbl, KOTOPble MOryT OTBNeKaTb BHUMaHMWE U 3aTPYLHATb paboTy.

2.1.2. INpoBepuTb NPaBWU/ILHOCTbL YCTAHOBKW CTONMa, CTy/na, MOACTaBKWM MOA HOTW, Yron
HaK/0Ha 3KpaHa MOHWTOPA, MOMOXEHUA KnaBMaTypbl B LENAX WCKNHYEHUA HeyLoOHbIX no3
W LAUTENbHBbIX HanpskeHuid Tena. Ocobo 06paTUTb BHUMaHWE Ha TO, YTO AMCNAEN [0/HKeH
HaxXoAUTbLCSA Ha paccTosHMM He MeHee 50 cm OT rnas (onTuManbHoO 60-70 cm).

2.1.3. MNMpoBepuTb NPaBUIbHOCTL PACMONOXeHNs 060pyL0BaHMS.

2.1.4. Kabenu anekTponuTaHus, YAJIUHUTENMN, CeTeBble (DUIbTPbI AO/HKHbI HAXOAUTLCS
C TbI/IbHOM CTOPOHbI paboyero MecTa.

2.1.5. Y6eanTbCa B OTCYTCTBMM 3aCBETOK, OTPAXKEHWNIA M 6/IMKOB HA 3KpaHe MOHMTOPA.

2.1.6. Yb6eautbcs B TOM, 4TO Ha YycTpoictBax [MK (CUCTEMHbIA 6/10K, MOHUTOP,
KnaBmaTypa) He pacrnofiaraloTcsi CoCyfbl C XWUAKOCTAMU, CbiNyyrMu MaTepuanamu (4aid, Kode,
COK, BOJa v np.).

2.1.7. BKNIOYMTb 3N1EKTPONMTaHMe B NOC/eA0BaTeNIbHOCTU, YCTaHOBIEHHOM UHCTPYKL e
no aKcnayatauum Ha o6opyaoBaHue; y6eAuTbCA B MPaBWIbHOM BbIMOMHEHUM MPOLELYpbI
3arpysku obopyfoBaHuWs, NPaBu/bHbIX HACTPONKAX.

2.2. Mpn BbIABNEHWM HenonafoK Ccoo6WMUTb 06 3TOM 3KCNepTy U A0 UX YCTpaHeHus
K paboTe He npuctynartb.

3. TpeboBaHMA 0XpaHbl TPyJa BO BPeMS BbIMONHEHUA KOHKYPCHOTO 3aaHuns

3.1. B TeuyeHne Bcero BpeMeHu paboTbl CO CpefCcTBaMU KOMMbIOTEPHOW U OPrTEXHUKU

YYaCTHUK COPEBHOBaHWS 0653aH:

cofepXaTb B NOPSIAKE U YNCTOTE pabouee MeCTo;

CNeanTb 3a TEM, YTOObI BEHTUNALMOHHbIE OTBEPCTUSA YCTPOWCTB HUYEM HE BblN 3aKPbITI;

BbIMONHATL TPE6OBaHMA MHCTPYKLUMK MO 3KCMyaTaummn 060pya0BaHus;

cobnogatb, YCTaHOB/IEHHbIE pacnmcaHuem, TPYA0BbIM pacnopsiaKom
pernamMeHTMpPOBaHHbIE TMepepbiBbl B paboTe, BbIMNOMHATL PEKOMEH[OBaHHbIE  (hM3NYeCcKMe
YNPaXXHEHNS.



3.2. CTyfeHTy 3anpeLyaeTcs Bo BpeMs paboThbl:

- OTKNKOYaTb M NOAKNOYATb NHTEP(ENCHbIe Kabenu nepugepuiiHbiX YCTPOACTB;

- KNacTb Ha YCTPOWCTBA CPeACTB KOMMbIOTEPHOW U OPrTeXHUKM Gymaru, nanku v
npoyme NOCTOPOHHME MPeLMEThI;

- npuKacaTbCa K 3afHei naHenmn cucTeMHoro 610ka (npoweccopa) npu BKAKOYEHHOM
nUTaHuu,

- OTKNKOYaTb 3/1eKTPONUTaHe BO BPems BbIMOMHEHMSA NPOrpamMmmsbl, NpoLecca;

- JonyckaTb nonagaHue Bnaru, rpasu, CbiNnyynx BeLLECTB Ha YCTPOWCTBA CPefCTB
KOMMbIOTEPHOW W OPrTEXHUKM;

- NPOV3BOAUTL CAMOCTOATENbHO BCKPLITUE U PEMOHT 060pYA0BaHNSA;

- NMPOM3BOAMTb CaMOCTOATE/IbHO BCKPbITWE W 3anpaBKy KapTpuiXei MpuHTepoB
NN KOMNWPOB;

- paboTaTb CO CHATLIMU KOXYXaMU YCTPOMCTB KOMMbIOTEPHON N OPrTEXHUKM;

- pacnonaratbcs nNpu paboTe Ha paccTofsHMM MeHee 50 CM OT 3KpaHa MOHUTOpA.

3.3. IMpu paboTe c TekCTamMn Ha bGymare, NNCTbl HafO pacnosiaratb Kak MOXHO O6nmxe
K 3KpaHy, 4To6bl N306eXaTb YacTbIX ABVXKEHWI rOI0BOI 1 rnasamu nNpu nepeBoge B3rnsga.

3.4. Paboune cTOMbl CnefyeT pasMeliaTb Takum 06pasoM, 4TO6bl BMAEOAUCNIIENHbIE
TepMuUHanbl 6blM  OPUEHTUPOBaHbI OOKOBO CTOPOHOW K CBETOBbIM MpOeMaM, uYTOObl
eCTeCTBEHHbIV CBET Mafan NpPeMMyLLEeCTBEHHO C/eBa.

3.5. OcBellleHMe He JO/MKHO co34aBaTb 6/IMKOB HA MOBEPXHOCTM 3KpaHa.

3.6. TlpogomkuTenbHOCTb paboTbl Ha [MK 6e3 pernamMeHTMpOBaHHbLIX MNEepPepbIBOB
He [O/XHa npesbiwarb 1-ro yaca. Bo Bpems pernameHTMPOBAHHOrO MepepbiBa C Lesblo
CHWKEHUSA  HEPBHO-3MOLMOHANIBHOTO  HANpsKeHus, YTOMJIEHUS  3pUTENIbHOro  annapara,
HEe0OX0AMMO BbINOHATL KOMMIEKChI (hU3NUYECKUX YNPaXKHEHUTA.

4. TpeboBaHMA OXpaHbl TPyAa B aBapuiiHbIX CUTYyaumax

4.1. O60 BCex HeucrnpaBHOCTAX B paboTe 0060pyAOBaHUA W aBapUHbLIX CUTYyaLMsAX
Co00LaTh HEMOCPEACTBEHHO 3KCMEPTY.

4.2. Tlpn o6bHapy>keHUn 06pbIBa MPOBOLOB MUTAHUA WAN HapyLUeHWs LenoCTHOCTU
UX M30NSLMW, HEUCMPABHOCTW 3a3eMIeHUs U ApYrux MNOBPeXAEHWI 3M1eKTPoo60opyaoBaHNs,
NnosBNEHMNA 3anaxa rapu, NOCTOPOHHUX 3BYKOB B paboTe 060pyA0BaHUA M TECTOBbIX CUIHANOB,
HeMe[/IeHHO NPeKpPaTUTb paboTy 1 OTKKOYUTL NUTaHKE.

4.3. Tlpy nopaxeHWN MNONb30BATENA 3NEKTPUYECKUM TOKOM MPUHATL Mepbl MO ero
0CBOOOXAEHWIO OT AENCTBUSA TOKa NYTEM OTKIHOUYEHUS 3NeKTPONUTaHWUA U L0 NpubbITUS Bpaya
OKa3aTb NOoTepresLlemMy Nepeyt0 MeAULNHCKYHO NOMOLLb.

4.4. B cnyyae BO3ropaHus 060pyaoBaHWA OTK/OYMTL MUTAHWE, COOOLMTL 3KCMepTy,
MO3BOHUTbL B MOXAPHYH OXpaHy, MOC/e Yero MPUCTYNUTb K TYLLIEHUIO MOXapa WUMeroLMMuUCs
cpeacTeamm.

5. TpeboBaHMe oxpaHbl TPyAa N0 OKOHYaHWUW paboT

5.1. Mo oKOHYaHMM paboTbl YYAaCTHWK COPEBHOBAHWA 0053aH c06Nt0AaTb CMefyHoLyto
nocnefoBaTe/lbHOCTb OTKNHYEHUSA 060pyA0BaHUA:

- NMPOW3BECTY 3aBepLUeHne BCeX BbINONHAeMbIX Ha MK 3agay;

- OTK/IOUUTL MWUTaHWE B MNOCNEeL0BATENbHOCTW, YCTaHOB/IEHHOW WHCTPYKLUMENR
Mo aKcnyaralmm aHHOro 06opyaoBaHus.

- B nto6om cnyyae cnefoBaTh YKa3aHMAM 3KCNEepTOB

5.2. Y6paTb co cTona paboume maTepransl U NPUBECTM B MNOPSALOK paboyee MeCTo.

5.3. 060 BCex 3aMeyeHHbIX Henofagkax coobLmMTbL IKCMNEepPTY.

MHCTpYyKUMsa No oxpaHe Tpyza A1 3KCNepToB

1.06wme TpeboBaHMS OXpaHbl TpyLa

11 K pa6ote B KauvecTBe akcnepta KomneteHuun «CeTeBOE W CUCTEMHOE
aAMWHUCTPUpPOBaHME»  [OMYyCKAlTCA  JKCMepTbl, Npollefline CcreunanbHoe 06yyeHue
1 He UMetoLLMEe MPOTUBOMNOKA3aHWUIA MO COCTOSHUIO 340POBbA.



1.2. Okcnept C¢ 0CO6GbIMM MO/IHOMOYMSAMM, Ha KOTOPOro BO3/I0XKeHa 006A3aHHOCTb
3a MpoBeAeHVEe MHCTPYKTaXa Mo OxpaHe TPyfAa, AO/DKEH MMeTb [eiCTBYHLMe YA0CTOBEpEHME
«O npoBepKe 3HaHWN TpebOBaHWUIA OXpaHbl TPyaa».

13. B npouecce KOHTPONSA BbIMNOMHEHUSA KOHKYPCHbIX 33JaHWN W HaxOoXAeHus
Ha KOHKYPCHOW nnowaake JKcnepT 0b6s3aH YeTKO cobntoaars:

— WNHCTPYKLMMN NO OXpaHe TpyfZa 1 TeXHUKe 6e30MacHOCTU;

npasuna noXapHo 6e30MacHOCTU, 3HaTb MeCTa PACMONIOXKEHUSA MNEePBUYHbIX
CPeACTB MOXapoTyLUeHUs U NJaHOB 3BaKyaLluu.

—pacnucaHne un rpapuk MpoBefeHNs KOHKYPCHOro 3ajaHus, YCTaHOBJIEHHbIE
peXumbl Tpyaa 1 oTApbixa.

1.4. Mpu paboTe Ha NEpPCOHasIbHOM KOMMbIOTEPE W KOMUPOBASbHO-MHOXUTENbHO
TeXHUKE Ha OJKcnepTa MOryT BO3[eCTBOBaTb Chefytoline BpefHble U (MM) OMacHble
NMPOV3BOLCTBEHHbIE (PAKTOPBI:

— 3/1IEKTPUYECKUI TOK;

— CTaTM4YecKoe 3/eKTPUYEeCTBO, 0b6pasytolleecs B pesynbTaTe TPeHUS [LBUXKYLLeNcA
oymaru
C pabounmMy MexaHu3MamMu, a TakKxKe Npu HekayecTBeHHOM 3a3eM/IEHUN annaparos;

— WyM, 00YCNOBNEHHbIV KOHCTPYKLMEN OPrTEXHUKM;

— XUMWYECKME BELLLeCTBA, BblAeNsoLwmecs npy pabore oprrexHuKM,;

— 3puUTeNibHOE nepeHanpskeHne npu padote ¢ MK.

15 TlpumeHsieMble BO BpeMs BbINOMHEHUA KOHKYPCHOro 3afjaHus CpeacTBa
VHANBUAYaIbHOW 3aLUTbI:

—b6epyLun.

1.6. 3Hakm 6Ge3onacHOCTW, WCMOMb3yeMble Ha paboymx MecTax YYaCTHUKOB,
NS 0603HaYeHNst NPUCYTCTBYHOLLMX OMACHOCTEN:

—F 04 OrHeTywnTens

1.7. Mpw HecyacTHOM Cnyvae NMOCTPaJaBLUMIA UM OYEBMAEL, HECHACTHOrO Cayyvas 06s3aH
HeMe[/IeHHO CO06WUTL 0 cnyyumBLLemcs [TnaBHOMY JKCMepTy.

B nomelleHnn OKCMepToB HaxoAguTCA anTeyka MepBOi MOMOLYM, YKOMMIEKTOBaHHas
N3LEeNNAMU MELULMHCKOTO Ha3HayeHus, ee HeO6XOAMMO WCMOMb30BaTh A1 OKa3aHWA MepBol
MOMOLLIM, CamMOMOMOLLM B CAyYasax NnoslyyeHUs TpaBMmbl.

B cnyyae BO3HMKHOBEHMS HeCUaCTHOro cnyyas waM 60ne3HN Jkcnepra, 06 3TOM
HeMefNeHHO yBeAOMfeTCA [TNaBHbIA 3KCnepT.

1.8. OKcnepTbl, JOMYCTUBLUME HEBBINMOIHEHWE UMW HapyLUeHUe WHCTPYKLUK NO OXpaHe
TpyZa, NPUBMEKAKOTCA K OTBETCTBEHHOCTWM B COOTBETCTBUM C PernameHToM «ABUIUMINKC»,
a npv Heo6X04MMOCTW COrNacHo AeNCTBYIOLWEMY 3aKOHOAATE/IbCTBY.

2.TpeboBaHMA 0xpaHbl Tpyfa nepes Havyasiom paboThbl.

Mepes HavyanoM paboTbl AKCNEPTbl AOMXKHbI BbINONHUTL CNefytoLlee:

2.1. B geHb C-1, SKcnepT ¢ 0CO6bIMM MOMHOMOUYMSIMM, OTBETCTBEHHbIN 3a OXpaHy Tpyaa,
065i3aH NPOBECTW MNOAPOOHBIA MHCTPYKTaX MO «[lporpamMme MHCTPYKTaXKa Mo OXpaHe Tpyaa
N TeXHWKe 6e30MacHOCTM», 03HAKOMWUTb 3KCMEPTOB M YYAaCTHUKOB C UHCTPYKLMEA MO TeXHUKe
6e30MacHOCTU, C NsaHaMu 3BaKyauuu npu BO3HMKHOBEHMMW NOXapa, C MecTaMun pacrosioXeHus
CaHUTapHO-ObITOBLIX  MOMELLEeHUA,  MEAUUMHCKUMW  KabuHeTamu,  NUTbLEBOW  BOfbI,
MPOKOHTPO/IMPOBAThL MOArOTOBKY paboymx MecT YYaCTHUKOB B COOTBETCTBUM C TeXHUYECKUM
onucaHvem KOMMeTeHLMN.

MpoBepnTb CneumanbHy ofexay, 06yBb W Ap. CPeAcTBa WUHAMBMAYANbHOW 3aliMTbl.
OpfeTb HeO6X0AMMble CPefCTBa 3alMThbl 418 BbINONHEHUS NOATOTOBKMA U KOHTPONS NOATrOTOBKU
y4yaCcTHMKaMy paboyumx MecCT, MUHCTPYMeHTa 1 060pyL0BaHNS.

2.2. EXepfHeBHO, nepef Haya/oM BbIMOMHEHUA KOHKYPCHOIO 3afjaHus Yy4dacTHUKaMu
KOHKypca, JKCMepT C 0CO6bIMW MOMHOMOYMAMU MNPOBOAUT WHCTPYKTX MO OXpaHe Tpyaa,
JKCnepTbl KOHTPONUPYIOT MPOLLECC MOArOTOBKM paboyero mecta yvyacTHUKaMU, U NMPUHUMAKOT
y4yacTue B MOArOTOBKE paboyumx MecT y4aCTHUKOB B BO3pacTe MoJioxe 18 neT.



2.3. EXXeqHeBHO, nepef HayasioM paboT Ha KOHKYPCHON nnowiagke v B MOMeLLeHUK
3KCNepToB HEOHXOAMNMO:

- OCMOTpETb paboyne MecTa IKCNEPTOB M YYACTHUKOB;

-MpUBECTY B NOPAAOK paboyee MeCTO IKCMepTa;

-MPOBEPUTL NPaBUILHOCTb MOAKNHOUYEHNS 060PYL0BAHUA B 3/1EKTPOCETD;

- 0[1eTb HEOO6X0AUMbIe CpefCTBa UHAMBUAYaNbHON 3aLLMThI;

- OCMOTPETb MHCTPYMEHT 1 060pY0BaHME YHACTHUKOB B BO3pacTe A0 18 fieT, y4aCTHUKN
cTapwe 18 neT ocMaTpmMBaroT CaMOCTOATE/IbHO MHCTPYMEHT M 060pyAoBaHme.

2.5. TofroToBUTL HEOO6X0AMMbIE AN1F pab0Thl MaTepuasbl, MPUCNOCOBNEHNS, U Pa3NOXNUTb
NX Ha CBOM MeCTa, ybpaTtb ¢ paboyero cTona BCe /INLIHee.

2.6. OKcnepty 3anpeLyaeTca nNpucTynatb K paboTte npu 06HapyXeHWW HemcnpaBHOCTU
obopypoBaHuA. O 3aMeYeHHbIX HefoCTaTKax W HEWUCNPaBHOCTAX HeMeLNeHHO COoobWnTb
TexHuyeckomy JKCMepTy U [0 YCTpaHEHWS HeMnonafok K paboTe He NpUCTynatb.

3. TpeboBaHMA 0xpaHbl TPyAa BO BPeMS paboThbl.

3.1. N306paxeHne Ha 3KpaHax BWAEOMOHUTOPOB AO/MKHO OblTb CTabU/bHLIM, SCHbIM
M NpefenbHO YETKUM, He MMEeTb MepLaHWii CUMBOSIOB M (POHA, Ha 3KpaHaxX He AO0/HKHO ObiTb
61MKOB 1 OTPaXKEHWI CBETU/ILHUKOB, OKOH M OKPY>KaKOLLMX NPesMeTOB.

3.2. CymmapHoe Bpems HenoCpeACTBEHHON paboTbl C NepcoOHa/bHbIM KOMMbHOTEPOM
1 APYTOl OPrTeXHUKOW B TeYeHMEe KOHKYPCHOIO AHSA AO/MKHO ObiTh He 60/ee 6 4acos.

MpoAoMHKNTENBHOCTL HENPEPLIBHOW paboTbl C NepCOHaIbHbIM KOMMbIOTEPOM U ApYroi
OpPrTexHUKoV 6e3 pernameHTMPOBAHHOIO MepepbiBa He AO/HKHa MpeBblwaTb 2-X 4acoB. Yepes
KaX/bliA yac paboTbl cnefyeT AenaTb pernamMeHTUPOBaHHbIVA MepepbiB MPOLOIHKUTENbHOCTLIO 1
5 MUH.

3.3. Bo n3bexxaHme nopakeHUs TOKOM 3arpeLlaeTcs:

- MpUKacaTbCA K 3afHeil maHenn MepCcoHanbHOro KOMMbiOTepa W ApYroli OprTexHuKM,
MOHWUTOpPA NPY BKNHOYEHHOM MUTaHUU,

- [onyckaTtb nonafaHus Bnarn Ha MNOBEPXHOCTb MOHMTOPA, Paboyyrd MOBEPXHOCTb
KnaBmaTypbl, ANCKOBOAOB, NPUHTEPOB U APYTUX YCTPOWCTB;

- MPOM3BOAUTL CAMOCTOATENIbHO BCKPLITUE Y PEMOHT 060pYyA0BaHUS;

- MepeknyaTtb pasbembl MHTEP(ENCcHbIX Kabenein nepugepuiiHbiX  YCTPOCTB
NPy BKNHOYEHHOM NUTaHUM,

- 3arpoOMOXKaTh BEPXHWE NaHenu yCTporicTB Gymaramu 1 NOCTOPOHHUMU NpeaMeTamu;

- [fonyckaTb nonafjaHWe BnarM Ha MOBEPXHOCTb CUCTEMHOro 6n0ka (npoieccopa),
MOHUTOPA, paboyyto NOBEPXHOCTb KnaBmaTypbl, AUCKOBOLOB, MPUHTEPOB U Ap. YCTPOWCTB;

3.4. Tpy BbINOAHEHMN MOLYNIE KOHKYPCHOTrO 3afaHusi y4yaCTHMKaMu, JKCnepTy
Heo6Xxo4MMO ObITb BHMMATeNbHbIM, He OTBNEKaTbCA MOCTOPOHHWMMK pasrosBopaMu W fenamu
6e3 He06X04MMOCTK, He OTB/IEKATb APYTrnX SKCNepToB U YHACTHUKOB.

3.5. OKcnepTy BO BpeMsi paboTbl C OPrTEXHUKOIA:

- obpallaTb BHMUMaHME Ha CUMBOJbI, BbICBEUMBAKOLLMECA HA MaHenu 060pyLoBaHUS,
He UTHOPUPOBATb WUX;

- He CHMMaTb KPbILWKW W NaHeu, XXeCTKO 3aKpensieHHble Ha YCTpoicTBe. B HEKOTOPbIX
KOMMOHEHTaX YCTPOWCTB WCMO/Mb3yeTCH BbICOKOE HaMNpsHKeHWe WAN NasepHOe M3/y4veHue,
4YTO MOXET MPUBECTU K NMOPAXKEHWNIO 3/1EKTPUYECKMM TOKOM W/N BbI3BaTb CMENOTY;

- He MPOM3BOAMUTL BK/THOUEHWE/BLIK/IOYEHME annapaToB MOKPbIMU pyKamu,

- He CTaBUTb HA YCTPONCTBO EMKOCTU C BOAON, He KNacTb MeTa/lIMYecKne npesMeThbl;

- He 3Kcn/iyaTupoBaTb annapat, ecniv OH Meperpenca, crtan AbIMUTLCA, MOSABUCS
MOCTOPOHHMIA 3anax Uan 3ByK;

- He 3KCnJlyaTMpoBath annapar, ec/iv ero YPoHUIn unv Kopnyc 6b11 NOBPEeXeH;

- BbIHAMATb 3aCTPSBLUME NCTbI MOXHO TO/IbKO MOCNe OTK/OUYEHNs YCTPOMCTBA U3 CETH;

-3anpeLyaeTcs nepemeLLarb annaparbl BKIHOYEHHbIMU B CETb;

- BCce paboTbl NO 3aMeHe KapTpuakein, Gymarn MOXHO NPOM3BOAUTL TONIbKO Mocne
OTK/IK0YEeHMNA annapara oT CeTw,



- 3anpeLLaeTca onMpaTbCA Ha CTEKNO OPUTrMHaNofepXaTens, KNacTb Ha Hero Kakune-nn6o
BeLLM NOMUMO OpUrMHana;

- 3anpewaetca paboTaTb Ha annapare C TPECHYBLUMM CTEK/OM,

- 0653aTe€NbHO MbITb PYKW TEMNOi BOAOIN C MbIJIOM NOCAe KaXXAON YUCTKU KapTpULKeNn,
Y310B U T.4.;

- MNPOCbINaHHbIA TOHEP, HOCWUTE/Ib HEMEA/IeHHO CobpaTb MblNECOCOM WU BNAXKHOM
BETOLLbIO.

3.6. BkntoueHMe 1 BbIK/HOYEHME MEPCOHANIbHOrO KOMMbIOTEPA M OPrTEXHUKW [LOSIKHO
NPOBOAMTLCA B COOTBETCTBUM C TPEOOBAHUAMWN UHCTPYKLUN NO 3KCNIyaTauuun.

3.7. 3anpeluaercs:

- YCTaHaBNMBaTb HEWU3BECTHblE CUCTEMbl Napo/IMPOBAHUA U CaMOCTOATE/IbHO MPOBOAUTD
nepeopmaTmpoBaHune AUCKa;

- UMeTb Nnpu cebe Nobble cpeacTBa CBA3MN,

- MoNb30BaTbCs MO0 [JOKYMEHTauMeidn KpoMe MNpeayCMOTPEHHON KOHKYPCHbIM
3afjaHnem.

3.8. MMpn HeucnpaBHOCTM 060pYy[OBaHNA - MPEKPATUTL PaboTy M COOOWUTL 06 3TOM
TexHWYeCKOMY 3KCMepTy, a B ero OTCYTCTBME 3aMeCTUTENO rNMaBHOro JkcnepTa.

3.9. Mpu HaXoXAeHNN Ha KOHKYPCHOM NoLWwaaKe SKCnepTy:

- 0[1eTb HEOOXOAUMble CpefCTBa MHAUBUAYaNbHOM 3aLUThI;

- nepeasuraTbCs MO KOHKYPCHOM MAolWajke He crewla, He [enas pPeskux [ABUKEHWI,
CMOTPA MOJ HOrK;

4. TpeboBaHMA oXpaHbl TPyAa B aBapuitHbIX CUTYyaunsaXx.

4.1. TMpu o0O6Hapy>XeHWM HEUCNPaBHOCTM B paboTe 3MEKTPUYECKUX YCTPOMCTB,
HaxXOoLALMXCA NOL Hanps>XeHWeM (MOBbILLEHHOM UX Harpese, NOABNEHUA UCKPEHUSA, 3anaxa rapu,
3afbIMMIEHNS U T.4.), SKCNepTy cnefyeT HemeLNeHHO OTK/UUTb UCTOYHUK 3NEKTPONUTAHNA
MW MNPUHATD Mepbl K YCTPaHEHWIO HEUCMNPaBHOCTER, a TakKe COOOWWTb O CayyMBLUEMCS
TexHnyeckomy 3KCnepTy. BbINO/MHEHME KOHKYPCHOrO 3afaHus Mnpofo/ikaTb TO/bKO Mnocne
yCTpaHeHWs BO3HUKLUEN HeMCnpaBHOCTH.

4.2. B cnyyae BO3HWMKHOBEHWA 3pUTENLHOMO AMCKOMMOpPTa M ApYrux HebnaronpuATHbIX
CYOBEKTUBHbIX OLLYLIEHWIA, ClefyeT OrpaHNYnTb Bpems paboTbl C MEPCOHaIbHBIM KOMMbIOTEPOM
W [OpYroli OPrTexXHMKON, NpPOBECTU KOPPEKLUMIO A/IMTeNIbHOCTU MepepbiBOB A8  OTAbIXa
WN  NPOBECTU CMeHy [eATeNbHOCTM Ha [ApYryt0, He CBfA3aHHYH C WCMNO/b30BaHWEM
MepPCOHaNbHOr0 KOMMbIOTEPA U APYTOW OPrTEXHUKW.

4.3. Tlpy NOPaXEHUN 3NEKTPUYECKUM TOKOM HEMEANEHHO OTK/IHOYUTbL 3NEKTPOCETH,
OKasaTb MNepByH MNOMOLLb (CaMOMOMOLLb) MOCTpafasLleMy, CO06WMTL [naBHOMY JKcnepTy,
npy Heo06XoANMMOCTU 06pPaTUTLCS K Bpayy.

4.4. Tlpn BO3HWKHOBEHUW MOXKapa He0OXOLMMO HeMe[/IeHHO OMoBecTUTb [naBHOro
akcnepTa. pu nocnefytoulemM pasBuTUM COObITUIA CnefyeT PYKOBOACTBOBATLCA YKasaHWUAMU
[(naBHOro akcnepta WAM [O/MKHOCTHOrO fiMua, 3ameHsowero ero. [punoxuts ycunus
[N19 UCKIOYEHMSA COCTOAAHNA CTpaxa 1 MaHuKK.

Mpy 06Hapy>XeHUM oyara BO3ropaHus Ha KOHKYPCHOM Mowajke Heo6Xo4Mmo No6bIM
BO3MOXHbIM CMOCO60OM MocTapatbCA 3aracuTb nnams B “3apogplwe” ¢ 06sA3aTe/IbHbIM
CO6/1I04eHNEM Mep NNYHOM 6e30NacHOCTH.

Mpu BO3ropaHnm o0fex bl MONbITaTbCAa COPOCUTL ee. ECnn 3TO cenatb He yaaeTcs, ynacTb
Ha Mofl W, MepekaTblBasACb, COWUTbL NiaMsA; HEOOXOAMMO HAaKpPbiTb FOPALLYI0 OEXAY KYCKOM
MNOTHOW TKaHW, 06MTbLCA BOAOW, 3anpeliaeTcs 6exarb - 6er TONbKO YCUINT MHTEHCUBHOCTb
ropeHus.

B 3aropeBlleMcA MOMELLEHUM He CrnefyeT A0XWAATbCHA, NOKa MNPUOAU3UTCA nnams.
OcHOBHas 0nacHOCTb NoxXkapa ANns YenosBeka - AbiM. Mpu HACTYyNeHWM MPU3HAKOB YaAyLIbA flevb
Ha MO/ U Kak MOXHO ObICTpee Mon3T! B CTOPOHY 3BaKYyaLMOHHOIO BbIXOLA.

4.6. Mpun 06HapYy>KeHUN B3PbIBOOMACHOI0 WY MNOLO3PUTENBHOIO NpeameTa He NoaXoAMTb
6NM3KO K Hemy, npeaynpeauTb O BO3MOXHOW OMAaCHOCTM HaxXOAAWMXCS N06/M30CTU
OTBETCTBEHHbIX /UL,



Mpyn NpoUCLLIECTBUM B3PbIBa HEOBXOAMMO CMOKOINHO YTOYHWUTL 06CTAHOBKY U AIECTBOBATb
Mo yKasaHW AO0MKHOCTHbIX /NL, MPYU HEOOXOAUMOCTM 3BaKyauuu, 3BaKyMpoBaTb Y4aCTHUKOB
W APYTYX 3KCMEPTOB, 1 KOHKYPCHOM NMOLAaAKK, B3ATb Te C CO60I AOKYMEHTbI M MPeaMETbI NepBOi
Heo6X04MMOCTHN, NpU MEepeABMKEHNN COBMAATL OCTOPOXKHOCTb, HE TporaTb MOBPEXAEHHbIe
KOHCTPYKLMW, OrONMBLUMECSH 3MEKTPUYECKME NPOBOAA. B paspyLueHHOM WaW MOBPEXAeHHOM
MOMELLEHNI He CnefyeT Nob30BaTbCA OTKPLITbIM OFHEM (CMMYKaMK, 3aKuUrankamu u T.nm.).

5.Tpe6oBaHMe 0xpaHbl TPyAa N0 OKOHYAHMMW BbINOMHEHWS KOHKYPCHOTO 3aaHus.

Mocne OKOHYaHUS KOHKYPCHOTO AHS JKCMepT 0653aH:

5.1. OTKNYNTb 3NEKTpUYeckne Npubopbl, 060pyA0BaHME, MHCTPYMEHT M YCTPOICTBA
OT UCTOYHMKA MUTaHUS.

5.2. MpuBecT B MOpPAAOK paboyee MeCTo IKcrepTa WM NPOBEpUTb paboume MecTa
YYaCTHUKOB.

5.3. CoobwuTb TexXHUYecKOMy 3KCMEePTY O BbISIBEHHbIX BO BPEMS BbINOSHEHMUS
KOHKYPCHbIX 3afaHuii Henonagkax W HeWCNPaBHOCTAX 06OPYAOBaHMA, WM APYTUX (hakTopax,
BNUSAOLLMX Ha 6€30MacHOCTb TPpy/a.



